A Practical Security Handbook for Activists and Campaigns (v.2)

1

1.1
1.2
1.3

2
2.1

2.2

2.3
2.4
2.5
2.6
2.7

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12

Introduction

Why security is important

What is security

Setting up the ‘security process’

Security For Campaigns
Basic campaign security
Media strategy

Your address

Answering emails, letters & phone calls
Websites

Keep files encrypted
Need to know

Office security

dvanced campaign security
Burning rubbish

Paper trails

Sources

Backups

Tampering

Autonomous structuring

. Communications
Meetings (Basics)

Meetings (Advanced)
Secure Information Transformation
Gossiping

Being monitored

"Po0TPPQTOOOTY

«

Dealing with infiltrators & grasses
New People

Do you have an infiltrator

Initial action & gathering evidence
Exposing the infiltrator

Dealing with the fallout

Gatherings

Grasses after arrest

Other infiltration methods

Security For Actions
Choosing people
Scouting out the area
Planning
Communications
Acquiring Equipment
Clothing & other tracables
Disposing of equipment/clothes
Communiques & photos
Mobile Phones
Phone boxes
CCTV
Travelling

4.13 Being Chased

4.14  Evidence gathering tools
4.15 Debriefing

4.16  Shitting in your backyard
4.17 Conclusion

5 Security for Demonstrations
5.1 General Rules

5.2 Evidence Gatherers & FIT
53 Cameras

54 Travelling to demonstrations
55 Debriefing

5.6 First Aid

57 Dealing with Provocateurs

6 Personal Security

6.1 Dealing with the police

6.2 At Home

6.2.1 Control the information in your house
6.2.1.1 Preparing for a raid

6.2.2 Phones, computers & emails
6.2.3 Malil

6.2.4 Being aware of intruders
6.2.5 Being bugged

6.3 Your area and neighbours
6.4 Your car

6.5 Self Defence

7 Being Tailed

7.1 Vehicles

7.2 On foot

7.3 The check route

7.4 Blatant surveillance

8 Computer Security & Internet Privacy

8.1
8.2

9
9.1

10
11
12
13
14

15

15.1

Security
Internet Privacy

UK Legal Issues
Regulation of Internet Powers Act

Talking to others about security

Future shocks

Closed Culture vs Open Culture
Conclusion

Final note, Contact details & Disclaimer

Other articles
Using Mobile Phones

15.2  Writing Letters Securely




1. Introduction

1.1 Why security is important

Security is important as we live in a world whepsetting the status quo to change the world fobtteer

is generally met by a repressive backlash. Goventsniaw enforcement agencies and even corporatibns
have vested interests in criminalizing, disruptimgl suppressing activist groups. We need secordgnsure
we succeed. You also have a basic right to prgtaat privacy and anonymity from unwarranted intomsi

For those who say that we shouldn’t have anythingde or should make a principled stand on it] wel
live in a world where democracy is subverted daiig the people hiding most are those in poweroAg |
as governments and their supporting apparatus peomuption through their closed and secretive rest
then we should respond in kind for our own protetcti

We also have situations were media organisatiotistiveir own agenda will attempt to target campaign
groups. Threats do not just come from the statea® investigators and media also need to be radtm
as they have distinct issues which also need ttebé with to ensure your message successfullytgetse
public without being intercepted or disrupted byyopponents.

1.3 What is security

Everybody has their own ideas of what securitaigl indeed security is a very individual issuefédnt
people have different needs, and no one solutisrali. What works for someone else may not work fo
you. However, there are certain fundamentals abecurity that apply to all situations.

Security is gorocesghat allows that protects you in some fashion,ttwiein the run up to, during or after
the event(s) you are involved in. This means, $katrity is there téacilitate the smooth operation of your
action, campaign, etc and helps keep everyone safe.

A common mistake is to equate security with paranBaranoia is more often used as an excuse takdo
action through fear of what can go wrong — normihyover-estimating the omnipotence of their
opponents. In our experience truly paranoid pebpiee nothing to fear as they have frightened themse
out of doing anything that would actually put thatwisk. Indeed, few even have security measurespu
place. This sort of fear effectively means you defeourself.

There is no such thing as a 100% failsafe systathpat doing actions because you cannot reacheteit
of security is not an excuse for copping out. The@ways some risk; and security processes leelpce
that risk to an acceptable level. It is up to youléfine what the acceptable level of risk is aod best you
can deal with it. Sometimes you just have to takbance.

Security is not a single thing; it is a process arstiate of mind. You do not put down and pick egusity at
whim. For security to be truly effective and wottile time and effort put into it, it has to be binlio your
life. Ideally, it should become second nature ta;ybat is, you automatically go through the mosidimat
keep you secure. This enables you to have a mitiusetelps you avoid errors of judgment you mayete
later. There are objects and software that willyaidr security, but simply having them is not ségun
itself; they need to be are part of an active sgcprocess. For example, there is no point haaitgig
scanner if you don’t use it on a regular basigrdr-virus software will not protect your computerless it
updated regularly.

There are many levels to security, but it needsetbuilt into your life/campaign/action right frotme start.
Picking it up half way through or after an actigrgenerally too late. Hence, when you start plaqyrimnk
about the situation and the threats that may assgpu are incorporating features that protect geaurity



as you go along. This makes protecting yourselfhmeasier and means you are far less likely to make
mistakes.

The most important lesson when it comes to secusitye equation:
Security = Time + Effort

You cannot get around this basic fact; every sgcaoreasure will have some sort of impact on ydier li
including work. Security requires you to be prohaetaaind to put the effort in. And you need to bepared
for this. Once you have decided on the appropseaterrity process, there is no room for shortcutsrtguts
are gaping holes in your plan that end up compriogigou. Yes, there are times when you are justited
to encrypt all your sensitive files, but what iatlne half hour compared to the prison senteneehwhay
await you should you get raided the following mag#

Finally, if you are part of a group, security ist st about yourself, but about everyone you avelved
with. Slackness on your part means are you comgiaogmthem, and you do have a responsibility to thém
you are making mistakes which allow your opponémfind out crucial and sensitive data on your
colleagues then you are effectively betraying thidot.a comfortable thought, but an important one.

1.2 Setting up the ‘Security Process’

Above we noted that security is a process to bk inurom the start. The best approach is to deeithat it

is you want to achieve, make plans and then idetitd points where you could be compromised. Owae y
have done this, work out security tactics to staysé potential compromises from becoming unaccéptab
risks.

As a simple example, writing an anonymous lettgow- don’t want to leave fingerprints on it, so the
security process is to wear gloves when ever hagdte paper and envelope. You are not making gtfurs
paranoid over the fact that they might find yowmgtrprint on the letter so not writing the lettethe first
place, but you are setting up a process whichifatgk your action of writing the letter.

Using gloves to write a letter is clumsy and awldveo slows the whole process; however if you dgonbt
in this extra time and effort then it is possildie tetter could be traced back to you, and depgnatinthe
contents it could mean you losing a lot more time...

On a practical level for campaigners and activisbst security processes is essentially about dingrahe
flow of information about yourself and your plamgiether electronic, personal data, paper traifshgsical
evidence which connects you to the action. Latemllediscuss the specifics of what these can i wahat
to do about them. When you understand where threrpaentially betraying information leaks out, you
arrange to have the security technigues and presésstem that flow, or at least make it veryicliit for

it to be traced.

A security process is either a course of actionaorechnique adopted to your needs and situation.

Keep in mind that the state/corporations are dgiaderful though it may appear so (they encoutage
belief themselves). They are restricted by budgetssimple manpower, and even infighting. They also
have poor understanding about how activist groupkyand just because one part of the apparatua has
good picture of your set-up or access to the lagsipment, it does not mean that it is true ofrést of the
apparatus.



There are a number of groups that have manageel tery active and sustained that level of activitthe
face of intense pressure. They have achieved yhiisbing security built into everything they do sgibly
by having a higher level of security than the altyugeed. This has the advantage that it makesidm
harder for them to be penetrated, and any mistaké&sh do occur do not have the drastic impact ttwayld
otherwise. Their level of security is not goingstat everyone; many campaigners will not have Hmes
sort of pressure and unless you are ready to ddathe sort of effort which accompanies it, it magt aid
you at all. It is better to find a level you arexdortable with and able to work with in than stricebe more
secure than is necessary so end up squanderingegmurces on security at the expense of beingeacti

Although it is better to overestimate than undemete those we are taking on, do not fall intottlae of
believing their own hype. It is a common trick &nd out disinformation about the technological and
resources available to be used against actividie. reality is a lot of the hype fails to matesalior the
techniques are easily defeated. Another tactic mdke out they have infiltrators and grasses vihen
don't. Bear all this in mind when working out yaecurity needs; some of the threats will be raal niot
everyone. At the end of the day, what is more irtguris what the state and others use on a prhleic
in day-to-day work and not so much the theorepoaters available to them.

A common mistake activists make is to believe Wiatn they are being investigated it is to catcimtier a
crime. This is often not the case. People come nusatatiny as the state, etc like to build up piesuof who
is networking and friends with whom. This is aclyalanning their behalf as it means when something
does happen they have better idea of where toajanlg. These information networks are vital to thei
intelligence and profiling, and the can be easilgavered through simple things as who is phoning.wh

Fortunately for them, their resources are rarelyoupnore than cursory work unless a political dexi is
made to focus on a group in particular. The lessgan show your head above the parapet and attract
attention to yourself the better. An example o$ tivhich we will cover later is all the photograpdiat
demos — they are not taking photos of you but wio gre talking to or have travelled with.

Mistakes happen, even to the most careful. Itfectof life, especially when you are doing actiomsler
stressful situations. This is why it is best notitosensitive stuff when tired. A mistake is noteawuse to
shut down tools. If your security process is setight, it should be able to tolerate mistakes aodk
around them. This is not to say that there aresoote mistakes that can completely jeopardise aonatiut
not every mistake is in this category, and you &hoecognise the difference.

If someone makes a mistake, let them know but dozéit them as a pariah on the basis of one mistiake
time to get concerned is when mistakes are beirgnmepetitively and they are not making an effort t
learn from them, even when pointed out.

Finally, sit down and take time to plan your seguout and how it will impact on your life and your
actions. Besides a willingness to take the timeedfait to achieve good security, the other keydeais
good planning. It goes a long way to help you impdat a secure system as well as understanding and
(more importantly) dealing with the risks and weeadses better.

As we have noted several times, security is thefadilitate your campaign or action. It is noteard in
itself. So remember not to loose sight of who ymu @lan your security around your campaigningiage
integrating both, and don't let your security defuwhat you do or who you are.



2. Security for Campaigns

The fact you are involved in a campaign which agrim change the status quo in some fashion means yo
are a threat to someone in some fashion. There tislimg how your opposition will react, and sodwout

of all proportion to what it is you are actuallyitrg to do. Security for campaigns is not just abou
protecting the campaigners from harassment butpatsecting the campaign tactics and preventinghgiv
them ammunition for smear campaigns and disruption.

When thinking about what security processes you neglace for your campaign, draw up a list ofthé
threats that you may face: state, private inveirgamedia, your opposition, internal issues ahdtwhey
can do against you. Often people tend to focusojnghe threat from a politically motivated politest
these are not just the only risks. However, mosgheftechniques to deal with the various threas ar
complementary.

That the principle threat is often state has lesapte to focus on the ‘criminal law’ side of thingsit this is
only part of the picture. Other tactics used agaiasmpaigns are civil injunctions and disruptiomg avhat
feeds these is information about internal strucéuré problems. If the opposition can draw up aildeta
picture of who does what and how each individulgites to each other then it make it much easiethfor
campaign to be infiltrated and disrupted. Resoungéshen be directed at your mist vulnerable gsiand
key personnel, Disruption can either be anticigayiour campaigns tactics so effectively counteend
undoing all your hard work, or else causing splithin the group. It can also involve the arredtkey
activists, theft/damage of equipment and smear aanp.

The ultimate goal is not necessarily to shut yowrmbut to make you ineffective.

2.1 Basic campaign security

Basic security is thinking about where you are ilegknformation. This is where you let out infortioe
about yourself to the public, the media and to o#wtivists, all of which can be used to build etpie
about you.

Below are suggestions on what you can do as a dgmfmprotect yourself. Remember, security isjost
about protecting your people or information, bgbahe campaign’s reputation as that is also tadget
after all there is no point in trying to promoteuyenessage if you have been successfully discredite
been pre-empted.

As a campaign, you need to discuss security irdicdied meeting and reach a consensus on it. Digtat
security only breeds an attitude whereby peoplénappy with the person making the demands are not
going to comply fully with their security reques¥our activists need to understand that therenseal for
security measures even if they do not have acoea$the information why. Open discussion helpads
up issues, misunderstandings and also build tRestple who feel included in the process are maedylio
stick to it — and no amount of formal polices witit protect you from fellow campaigners feelingdtis
with them.

It is also important to make sure that any neweordorary volunteers are also brought up too spmefdre
they start working for you, not half way throughe\r be patronizing about security; explain why it
needed — practical examples always work well. Sheaple that security can be part of the empowerment
process and not just a meaningless chore theyeamg forced to go through. Cooperation is the keyvo
here.



a) Media Strategy

a.

It is best to have an experienced person dedi¢héerble of handling the media. They will
have a better sense if the call is genuine andowilbetter able to deal with the tricks of an
interviewer with an agenda which may catch outrexperienced person or someone new to
a campaign.

Have a pseudonym ready to use. You are not reqtargiye your own name. However, it is
better to be ready for this and prepare a nameis@n the tip of your tongue when the
media ring up. If you suddenly decide to use afalame then the chances are you will end
up stumbling over it, so sounding suspicious. Weefalse name for a while and then change
it. It is a good idea to change both fist and sdamaimes otherwise you just end up being
known by the pseudonym, which defeats its purpose.

If asked where an old pseudonym has gone, sayttegive left for another campaign.

Press releases can be treated the same way. Ipoleedn sow disinformation by using false
names and false positions.

Be ready for contentious issues. Watch out for éduduestions in the middle of long
interviews. No matter how fluffy you portray youlfsas, journalists will always dig for
‘juicier’ bits of information. Be prepared, and tiveay you will not be caught out and end up
saying things you will regret later. You also coaweoss as being professional.

. Do not meet press at your office or home — thermigeed for them to get a “feel” for your

campaign in this fashion, as you actions and se¢srshould speak for themselves.

Be wary of requests to meet other campaignersceslye‘direct activists”; say you need to
consult with them first and will get back to themthat point, but don’t make promises. The
media are interested in a juicy story and you catrast their promises of fair reporting or of
putting your side of the story. Do not follow thedma’'s agenda — stick your own.

The media is a classic method of infiltration. diuyare approached by a media organisation
asking for more than a straight forward interviéwg out all you can about them first.
Check out their existence and what other projdwtg have been involved in, or get the
details of other people they have worked with.

I. In one case, an activist was approached to beviatein a film at home by some
journalists who gave good credentials. Howeversiaround and doing an
investigation of the other they claimed to haverbesolved in it was discovered that
they were rightwingers with a history of fitting @aptivists.

ii. Inamore extreme case, a film company approachedngaign wanting to do a
documentary on its activists. The campaign wasrabgucagey but saw the benefits
of such a documentary. They met a few times wighjdlurnalist, even allowing for
the fact that the he seemed to be convenientlhenvay elsewhere so him turning up
in the town where the office was based did seeamétk out. An activist did agree to
meet with him in London where the journalist wasdih getting as far as the door to
the Oxford Street building where the company whegad to be based (and there was
indeed the correct company above the bell).



Suspicions were raised over the professionalisncantera work of the journalist
and contact was severed politely. However, on dhgadkturned out that no such
company existed, or any other media company atatthéitess, and no reports in the
journalists name came to light, including seardhespecialist publications.

Much of this could have been avoided by demandiogerdetails up front and
checking them out, not just going on the numberdams the journalist provided. It
probably would have ended sooner if the actividtandon had insisted on actually
visiting the office itself instead of waiting oudsi.

Note that suspicions were raised for other reasohsnentioned here, and this is not
a tale for suspecting all journalists. However, whealing with requests to meet
‘frontline activists’ or meetings in your officeays to do at least a little research.

b) Your address- why make it easy to find you when you can geé@aBox. Not so well known is that

anyone can ring up the post office and find to whbisiregistered, including addresses. A stronger,
if more expensive solution, is to get a mail drop.br here are several firms which offer such
services and who will not give the information aatess there is a warrant. The one we recommend
for the UK is the British Monomarks service who éairict conditions on protecting their
customers’ privacy.

Answering emails, letters and phone calss with the media, why use your real name. Lettard
emails can all be stored, and phone calls tapgtdse on the other end, though in theory they
should inform you.

a. When answering the phone give the group hame assefp you personal name.

b. If you are posting on newsgroups, writing lettets, use a generic email account that is not
traceable to anyone in particular, or else an aticihiat gives another name.

c. Create a fake persona to go with the fake namegse people ring up asking for them.
However, it is best to change the name every fewthso

d. Ideally, though it can get confusing, consider gsifferent names for different functions, eg
merchandizing, webmasters, etc.

If you are suspicious of a caller ask them for m@acompany, department and a number or email
you can ring them back on. This will deal with mbegus callers. Pretences you can use are

You are just a secretary so do not have accesstinformation

The information is not to hand and you will havegtoto another room

The relevant person with the knowledge is not aulyearound.

Ask them to put the questions in writing or in ana@ (also gives you address/email details
which can be used to confirm authenticity of thibeca Few things are that urgent that they
cannot wait the time it takes to do this, and asel inspection most details are not the sort
that are absolutely necessary for a journalisty stobe printed.

cooyp

You can also search to check if they company isligenand that the number matches up. Some will
actually use details from real companies to giibenticity, which is why you should also ring the
company switchboard to check that they are gernenmgloyees — ask to be put through to their
office, as opposed to asking straight out if thetpally work there. This also applies to dealinghwi
media requests, or phone calls from other actorganisations. Don’t be offended if someone
doesn’t trust you straight way over the phoneis & basic and important security principle for who
is to say you are actually who you claim to be.



Questions to be immediately wary of are those a@skinorganisational or structural details. Often i

is the innocuous details they are looking for, édiin among other questions so you do not realise
what they are after. Social engineers who speeialishis sort of investigative work, will neverkas

for the details straight out. One book worth regdmsee practical examples of how social engineers
and private investigators use innocuous detailsiath@ organisation to find more sensitive
information is The Art of Deceptidnby Kevin D Mitnick.

All this is irrelevant if your volunteers are ndsa briefed on organisation policy, so this is aye
important point to cover with thert.is a mistake to think that only certain or serpeople in an
organisation are going to be the target of sociglreering attacks; rather junior/new people as¢ ju
as likely to be targeted as they may not appretiadull value of the information they are giving
out, or the same instinctive feeling for a suspadit

If you take one point away from this subsectios:iif in doubt, verify and always ask for the full
details of callers you don’t recognize when theytsisking questions about your organisation.

d) Websitesare a mine of information for any investigaton\AHOIS search can track down who owns
the website, but you are able to register it t@aB®x and to use fake contact names.

Information on the website can be used to buildmiinitial impression on the nature and structure
of the organisation. The main risk here is peoglagitheir real names and descriptions of roles.
However, also consider how what you put on it maybed in civil injunctions where the level of
acceptable evidence is much lower.

e) Keep files encryptedAs a very simple precaution any sensitive filea jave should be kept
encrypted on your computer using PGP.

f) Need to knowWhere possible this should be the guiding princggddow you work. Having
meetings that define overall strategies or set @gnpguidelines are a good idea, but when it comes
to implementing the tactics to meet that strategyking on a need to know basis is best.

g) Information ManagementThis includes what is said in communications, Bugtended to deal
with other methods of leaking information, espdgidinot everyone visiting your office is
completely trustworthy.

a. Have polices in place to manage any sensitive nmdion you may have; this should include
where it is stored, who has access rights; rulesodheaving it lying around (in particularly
if is letters from other people).

b. Do you have backups in case it is all lost or stoleth the backup stored off-site?

c. Do you need a system ready in case you need tlgensitive information out of the office
in a hurry?

h) Office security.When you move into your office, secure it. Chaatj¢he locks if possible. Break-
ins can and still occur with a variety of purpodgkewise you need also to be aware of what sort of
information casual visitor may also be able to mbteom your office:

a. To plant listening/video devices — so scan reguland never say anything in an office you
would not say to your opponents, including arraggimeetings. If you have to make a



sensitive phone call do not do it from near yourswloffice either as these are just as likely
to be bugged.

b. To examine your papers — never leave stuff lyirigyiad, especially sensitive material that
casual visitors could see.

c. Obvious searches can be to create paranoia anihfeanr group as well as to look for
information; if you office has been visibly brokario keep this in mind. If your security
measures are in place, then this should not beeffeaditive from their point of view when it
comes to gathering information. Part of their dgion techniques is to steal or break
important equipment, so keep backups of matersavethere and also physically securing
your computer equipment with chains, etc. If poss#et up an equipment replacement fund.

Ideally you will only let people you know well knowhere your office is and have access to it. If
you must let relative strangers in, don't leavenitiey themselves. Keep sensitive material out of
sight, and preferably encrypted on your computaimds to watch out for in particular are

. Membership lists

. Info from confidential sources

. Campaign tactics.

. Personal stuff which point to your people’s homdradses, etc

. Phone bills

. Minutes of meetings and up coming meetings writtierwall calendars
. “To Do” lists

Locks we have been recommended as being gendrallyest are ‘5 lever multistead deadlocks’. As
well as doors you should also lock windows, orgoutron bar across them so people cannot squeeze
through.

2.2 Advanced campaign security
So you are under active surveillance, there areymays they can gather info about you, so hersamnee
techniques to adopt:
a) Burn your rubbish it is environmental to recycle, but it is notesaBy rubbish we mean all paper
work, envelopes, communications, printouts, eteeneold toner cartridges and anything with
handwriting or fingerprints on it. Rubbish bins arenine of information for the investigator.

When burning paper, do so until it is white andhtkeatter the ashes. A trick to create a way of

burning stuff in most weathers is to create a sfnatlace out of a tin can. Put eight holes about 1c
up from the bottom of the can, and use four nailslternative holes. Rest the lid of the can on the
nails and burn the paper in the can. To produestef, hotter burn, blow in the holes at the bottom

b) Paper trails watch out for leaving paper trails regarding oalg your literature. If your literature
becomes a point of contention or you would rathegmained anonymous in relation to your
campaign, work out techniques that either stop tlee@ting your printer who can in turn point to
you, or else keep your printers at arms lengtht &h@on’t use your phones, personal mobiles or
campaign address if possible. Collect in personpaydn cash (which may get you discounts as
well).

C) Sourcesare a vital resource to most campaign, and aeasy point to discredit you on if it can be
shown that you let those details slip. Knowing wbar sources are is valuable information your
opponents would dearly like to have, so make dusekiept very safe and minimise as much direct
contact with the campaign as possible. Meetingsilshioe secure (see below) and use dedicated
mobiles for communication with them.



Be very careful of how you record them. Don’t holéetings in your office or at any of your usual
haunts. Pick anonymous places away from your offité homes. Burn notes as soon as they are
typed up (and encrypted), and stash dictaphone &lpewhere. When referring to sources use a
codename and keep their real identities as sesmauah as possible. Work on a need to know basis.

Remember, companies you are targeting can be ealtygraranoid about moles and infiltrators so
you may need to give your source some securitgitrgiso they do not implicate themselves.

d) Back-upsof your information and material are vital to kegpr campaign alive. If you were to lose
your membership list or research for whatever neaaocidental or maliciously, then it is potentiall
a crippling set back. Keep information such as aisked up and keep your back up somewhere
safe. We suggest in the house of someone withhrerwise direct connection with the campaign.

e) Tampering to detect signs of tampering, paint screws, latksvith a UV pen, which leaves a mark
invisible except under UV lights. These markingedo be checked periodically or there is no point
doing this in the first place. Do it in a large ssanark that also marks the surrounding material.

f) Autonomous structuring No one person needs to know everything, andoies that no one is put
in this position. The more a group can split intdoaomous groupings working independently of
each other the better. A network can consistemtigetogether and break away into small groups
and be very effective. Perceived leaders will bezdine focus of attention and are more likely to be
taken out.

g) New PeopleVolunteers, new campaigners and temporary stafalipotential threats. This does not
mean that you should automatically mistrust eveeywho comes in — that is just as detrimental. Use
common sense and try them out before letting theowktoo much. With a bit of thought this can be
done in a way that empowers them without makingntifeeling excluded. If they don’t need to
know sensitive details, then why tell them, oreatst wait until they have proved themselves
sufficiently to tell them. For example, do not givew people access to the membership list, or talk
about inside sources.

When someone leaves, it is just as important tbwligla the gap they leave behind. Delete computer
accounts, tidy out desks and ensure that all ressipiiities they held are covered or transferred.

h) Your communicationgnay be tapped, and not just by the state. Dog’asgthing on the phone
which could compromise you or anyone else. It isately not a good idea to discuss campaign
tactics or name people as carrying out specifipaasibilities.

Be prepared to purchase mobiles that are onlypfecific tasks such as sources and do not use them
for other campaign purposes or ringing friends.

Tip: if they are going to bug your phone at the officdhome, the chances are they will also tap the
phone boxes close you your home. Finding remotenes may be annoying, but it will also make
life a lot more difficult for those monitoring you.

2.3 Meetings (Basic)
a) If you are having a meeting gather up any sparadgagleft lying around at the end.



b)

c)

d)

Depending on the venue and the political atmosplitemgay be worth booking them in the name of
another group that sounds ‘fluffier’, and doesa@use as much suspicion.

Where contact lists are being passed around, etke isure they are not left lying around. The
person initiating such a list has a responsibibtytheir fate. Such lists are a gold mine to
investigators.

Not everyone making notes is a spy, but if it is @place check to see if they are using shorthand
as a journalist would use.

Be friendly with the owners of a meeting place hasle your stories ready in case they get too
curious. If you are inconsistent they will get segpus.

Finding out who is attending meetings is just aganmnt as what is being said to those monitoring
you, as it allows them to build up profiles on gre®ple involved in the group. So if you do not want
to be visibly associated with a group this is sdnmgt to bear in mind.

2.4 Meetings (High Security)

a)

b)

Don’t use a pub, especially ones commonly frequehteother activists or which are likely to have
the police/masons/your opponent’s workers drinkinthem.

Sometimes cafes and pubs are the only practicalegefor a meeting.

If this is the situation, keep an eye on the astiohthe other customers around you. If it is atnge
with a source, sit facing the door. Booths arensatessarily the best place if you cannot see those
sitting around you.

Watch out for out of place clothes or behaviour.ad@urs are easily spotted, while professionals will
not even look in your direction. If in doubt, moteesee if you can cause a reaction.

Have a story ready in case someone does chanceyapomeeting. Even if that person is an activist
avoid referring to the person you were meeting ‘gead activist’, or something else which would
alert them that the reason the pair of you weretttey was anything other than innocuous. Having
your lie ready means you do not slip up or your thaloes not run away. Turn the conversation
away to something as soon as possible without kemg@bvious about it (look for related topics and
not ones completely different). Avoid fidgeting anshing off.

Vary the meeting place each time.

If you arrive at different times, do no hang arouvalting to meet up outside before going in — it
makes it obvious it you are having a meeting.

Avoid open spaces and parks in town centres. gall want a place where other people sitting or
moving in circles would look out of place.

The most secure way is to arrange a meeting isdyg wf mouth (never over the phone/text/email)
to assemble at a point, and move on from therenwesvhere secure, such as the middle of a forest.
This gives an opportunity for any tails to be idised and lost.

Assembly points should not be railway stationsyiserstations or other places covered with CCTV
which can be used to show that you gathered togethe



Don’t over complicate things as that leads to mkissalnitial meeting points should either be known
to the various parties or else easy to find.

g) If there are a number of you, have one of you dawd see how far your voices carry. This is
particularly useful for when you are in a publicwue such as a pub, where you might not have
complete control over visibility.

h) If your group has regular meetings, arranging tetmmamediately afterwards to discuss something
more serious is not a good idea; it looks more @lwihan you would think, and it is harder to shake
off hangers on. Very private meetings should bed keparate, though the public meetings may be an
opportunity to spread it by writing it on a piedegpaper (to be burnt afterwards).

i) Turn off all phones and take the batteries out dedare arriving at the meeting site.

j) Punctuality is important; however if surveillansespotted and the meeting is sensitive then do note
attend even to warn the others as you may beddttinse following you it is you are meeting.

k) Future meetings should be planned at this meettpagsisible, and not left until later. Preferably do
this by passing around the details on paper.

[) Even at very secure meeting points, one shouldait# care. Very sensitive stuff can be written
down as opposed to spoken out loud. If you aregusaper, first make sure you have a lighter to
burn it when you are finished, but before you leineemeeting place.

Other materials you can use are etch-a-sketchfpadase of destroying the writing if disturbed; or
use rice paper which can be eaten much more déhaityordinary paper. If you are stuck with
having to eat ordinary paper, do it piecemeal 4ipgitoo much at once in your mouth will give
problems with swallowing it.

m) Consider having reserve meeting places if thereiafereseen circumstances such as travel delays
or the original meeting place is compromised in sdomm (police, overcrowding, etc).

If one of the parties is delayed, this allows tkieeo parties to leave, turn on a their phones tage
statement of how long they will be (perhaps in ddtlat a delay has occurred, and then for the
parties to move to the next destination. Notd)éire is a large time delay it is best not to gthéo
meeting point until the appointed time so as taabhanging around and attracting attention.
Finding the place and going somewhere else toigrabrmally okay.

2.5 Secure I nformation Transfer

Meetings, telephones, letters and emails are roanly ways to transfer information. There are aleh
other battery of techniques available for use, maolding drops where information can be exchanged
without parties meeting each other, etc. HoweVvesé are more useful for situation where knowlexfge
contact is the most important things to be avoide@! that is being exchanged is sensitive infation.
For most activist groups these will not be sigrifitissues, so we will not cover them further htany
are also no longer particularly available in modeumope or as secure as they once were. Othergseequ
extensive infrastructure and/or hierarchical nekweith penetration into the infrastructure of thamuntry
itself, so again are not particularly suitabletfog European or US activist.

However, where communication to set up meetingfiedlt to achieve securely (eg lack of PGP or
geographical distances) then a meeting can bepd®t exchanging postcards, letters, etc where fkere



something in the contents which indicate the aagnegting. For example, a fake letter where the esend
address is for example17 Green Street, London, ¥, which could translate as 17.00 hours dh 18
April and Green is code for the venue. This hasetaone right if some of the recipients of thecletiare
having their mail watched - do it too often andatld be picked up on as being a communicatiomtigcle
— however, to offset this:
. Vary methods of sending (letters/postcards/etcieke are better than post cards. Birthday
cards, etc are also good to use as well as beimgdee difficult at stopping casual

investigation.
. Use the names of previous occupants of the hoesedst is being sent to.
. If the meeting involves more than one person iar@a, rotate the letters around the people

(though that has security issues in itself).
. Use friend’s workplaces, especially if part of g bompany.

Maildrop boxes using free email mail accounts dao he used to set up meetings and exchange
information. Remember to use codes for names ahtbreend the emails — simply store the messagi®in
draft’s folder. Do only from internet cafes.

Along similar lines you can consider physical mafas (not good for those under surveillance) and
personal ads in newspapers.

2.6 Gossiping

Something very hard not to do, especially whenrivatedivisions arise, but negative feelings are eiting
that can be used by infiltrators and others listgmn to sow dissent, or even turn people intoggasvith
taped conversations. It also helps break down witkin a group so affecting its strength and caigpiag
ability. It is better to have a professional attiéyand it things get very bad to call in mediators

2.7 Being monitored

We discuss listening and tracking devices undesqual security. However, it does not mean thatishasl
they will use. Depending on your situation, if yafice is suddenly the focus for an action or buéding
you are in has a flux of activists through it the@cces are it will be monitored and not discregétlyer.
Watch for the following:

l. People taking photographs of the building

Il. People taking down licence plates in the vicinity

Il New people attending your meetings and showingsstee interest in other members or simply
not fitting in.

V. Keep an ear out for changes in attitude from lamdlpother people in your building, etc — it may
suggest that they have been approached and lgealtolut you.

V. People sitting in cars for prolonged periods atryaftice or home.
VI. You see the same faces repeatedly around your handesffices.
VIl.  Increases in police patrols passing by.

VIIl.  Anincrease in accounts of people being approatthbd a grass.

Watch out for delays and tampering with your maibrexample
l. Regular tears in parcels.
Il. Corners of envelops broken.
Il The mail arriving late and all at once.
V. Mail regularly disappearing.



Remember, many of these warning signs by themsaheesot sufficient to indicate that you are being
monitored, but if they all start happening and goel running a campaign threatening to be successfl
the chances are you are being watched in someway.

Something you can do is put in formal complaintRtyal Mail, etc about the problems. You can even
complain loudly over the phone for those interfgnmith your post and phone to monitor you more lgubt
it has worked!

Those opposing you may also be interested in giltiff your campaign. In some cases it has been know
for them to break in to an office to search foommfiation and to damage important resources. However
these days it is more likely that the police walid the office under spurious reasons simply teesei
equipment you need to function. Backing-up of amgtvaluable is important!

3. Dealing with infiltrators and grasses.

This is not a pleasant task, and fortunately threyfew and far between. Infiltrators are expenfivehe
police to run and more likely to be favoured bypmations with deeper pockets. Grasses are prdfbyre
the state as they are cheaper than employing safetbtime and without the attendant risks. Yoaym
also have problems with journalists trying to gdoimation for a juicy expose on you, However, ur o
experience these can be quite easy to spot byoihéeg nature of their questions, their superficial
knowledge of issue and their inappropriate dressese

Note, infiltrators do not focus solely on militagroups, or those successful in disrupting the statuo;
attention is also paid to groups which may comnmeatatge amount of favourable public opinion, whitch
itself is a threat to the state — for example tloeighshare/peace and anti-apartheid movements.

New people

The first thing to do is to make sure. You will sh@re long term damage is when people come in ad as
questions because they are not clued into theisgcufture and everyone else immediately jumps int
paranoid mode and suspects them to be spies. Bxplehem first! We were all young, naive and edger
take action once, so think back to what it was tilen. Later we will discuss about bringing peaple
gradually and getting them clued in.

If they still do not get it, then you get a bit mavorried. If your campaign is structured securalgrass or
infiltrator should only be able to achieve limitddmage, plus you should not be exposing new people
sensitive material anyway.

It is always good to visit people at their homegust learn about their backgrounds. Maybe event thedri
parents. This helps build the trust. But the mhing is to avoid letting paranoia taking over -nthback to
when you were first joining your group or movemant all the mistakes you made then. People doonot j
a group fully clued-up, so don’t expect them toAgroup run along paranoia lines to the poineian
impossible or exceptionally impossible to join @ going to go far. This sort of paranoia also preas
accurate instincts from developing.

Saying that if they truly believed, new people vebplut up with the paranoia and exclusion is a poor
excuse, and symptomatic of a group which is nolimigavith security on a rational level.

Do you have an infiltrator?
Why would you suspect you have an infiltrator ie fhist place?
. Things going wrong when they’ve not been doing gvipusly.



Your opponents seeming to know what you are plap(timough this may be part of a
disinformation program to cause infighting).

Constant internal disruption.

You are a high profile campaign.

Your opponents have a history of undercover actmanst campaign groups.

There are ways and means to identify people yopesuiisbut we suggest you approach an organisdtain t
has experience in dealing with these issues. Iregperience though, many infiltrators give themsslv
away by being too obvious.

Infiltrators tend to go for positions were they @ther do the most damage or get the most infoomat
Watch out for are people who:

V1.

VII.

VIII.

XI.

Volunteer for tasks providing access to importaeetings and papers such as financial records,
membership lists, minutes and confidential filegreindirectly such as typing up notes and
‘recycling’ the paperwork.

Do not follow through or complete tasks, or elseglthem poorly despite an obvious ability to
do good work.

Cause problems for a group such as committingattwities or expenses without following
proper channels; encourage the group to plan sietvthat divide group unity, maybe in an
underhand, divisive way.

Seem be in the middle of personal or politicaletéhces that are disruptive to the group.

Seek the public spotlight, in the name of your grand then make comments or present an
image different from the rest of the group.

Urge the use of violence or breaking the law, adide information and resources to enable
such ventures. This depends closely on the natiaersphere of your group. Context is
important here, especially on how heavily monitaites group is.

Have no obvious source of income over a periodhaé tor have more money available than
their job should pay.

Charge other people with being agents, (a proaisicsnitch-jackets), thereby diverting
attention from him or herself, and draining theugpr's energy from other work.

Are inconsistent about their background — liehe level are hard to maintain completely, and
slip-ups do occur; take note of inconsistenciesfaliow up on any ‘facts’ about themselves that
they tell you.

Will be regularly overgenerous with their money lmgypeople drink and/or drugs so getting
activists into a condition where they are moreljike be off-guard and talkative.

Boast about their background in other movementghwpou know is dubious.

(This list has been adapted in part from http://wpwbliceye.org/liberty/whatbugs.html - it is alsoseful
article for U.S. readers wishing to know where te@nd legally with respect to infiltrators and isyy)



Remember, none of the above is proof that you haviafiltrator on their own. It may be that infortiwan is
leaking through carelessness or bugs. Or that yoplg have pain-in-the-arse in your group who neteds
be dealt with (we will not deal with this here, lilis a security issue in some ways as it cautier®to
become disaffected, feel betrayed, etc). See agsminal mediation group, but do not let it corginu
unchallenged to the point it starts affecting theug’s work.

Initial Action & Gathering Evidence

Once you are sure your suspicions have substanceeged to start gathering the evidence to back thgm
before moving to deal with it. Don’t move beforeuyloave the evidence as you could simply end upirgus
an environment of mistrust in the group, leadinq&ffectiveness and splits. To gather evidencesicien
doing the following:

V1.

Contact someone experienced for advice, or a gsaap as the Buro Jansen & Jansen
(www.burojansen.nl) who specialise in this. Thigsssmuch for legal advice as practical advice.

Put processes in place to protect sensitive mat@niahave or actions you are planning; often if
you shut down the information supply they have bssressing they soon drop out anyway.

Put together a file of all question marks, withd®rice where possible. This should include
accounts of suspicious events/statements. You toeedord dates, time, places, people present,
and material that puts the event into context. Alsep a note of any disruption to events or
unexpected presence of police that may be assdckep this encrypted as it is valuable
material to your opponent and you do not want yguspicions to break our prematurely.

Ask the suspect about their background and perdiémaind check it out. It is very hard to lie
consistently all the time, especially if you arelging in areas where they do not have a cover
prepared. Remember, cover stories tend to be ahmth truth and lies.

If they claim to be involved in other group, appbdhat group and maybe with a photo in case
the suspect has changed their name. Often wherfilrator has been exposed in one group,
they simply move onto other ones in related movamersing their experience and contacts to
make the transition easier. However, watch oubtber groups tipping off your suspect, so
consider third parties and ask them to keep quiet.

Some ways to actively check our their claims igibging their ‘work’, or following them. A
giveaway is a person who drives an old car to mgstibut can be found driving something
much newer at home.

Another thing of use is to distract the person tango through their possessions to see if there is
anything incriminating — particularly useful at lgatings.

As you progress in confirming your suspicions apploothers you trust implicitly to help you
build you your body of evidence. But do it carefulis it is hard to prevent peoples suspicions
from leaking into meetings and social events. Havelf several people suspect a person
independently then that is a good sign you ardhermight track — as long as it is not just on the
ground that the suspect is a new and keen person.

Set a trap. “Arrange” an action or meeting thatghgpect is informed of and check to see if
there are any police or extra security waiting sTieeds to be planned carefully, and may need
to be done more than once to catch the persoresgpécially if they are in for the long terms as



they will wish to avoid raising suspicion beforeythave had a chance to properly integrate with
the group. Also one set of unexplained extra presean be explained away as bad luck; more
than once ceases to be coincidence.

Avoid acting too out of character so as not tahigm off that it is a trap, or doing it in a way
which may arouse suspicions from other interestatigs that there may be something worth
investigating.

VII.  If you suspect your infiltrator is also acting asagent provocateur consider getting them to
incriminate themselves - have a dictaphone readyt®n the opportunity arises you have the
evidence in case anything is used against youeifuture, that it was the infiltrator or the grass
who tried to entrap you. Keep the tape secureifngbur house) and make backup copies.
Consider talking to a lawyer you can trust.

Most police infiltrators will try to avoid being &ge in anything that may be construed as illegal
as this will compromise their evidence in courspecially if it can be argued they instigated it
or had a chance to prevent it. Private investigatealy be less shy.

This is an extreme action and we really cannotmenend that you carry a dictaphone around as
it put other activists who are genuine at risk.sRfypeople notice you might be the one who ends
up getting suspected. Only do this if you haverg g&rong belief that someone is attempting to
set you up.

What is important is that you do not go public nsufficient evidence — what happens if you've got i
wrong! You could loose a person who could subsetijbe turned against you, and you can end up
creating a bad atmosphere in your group, disrupting effectiveness. People can turn on you as well

Exposing the infiltrator

When you have gathered what you feel is sufficemdence, you need to act on it. How you do this wi
depend on the horizontal/vertical nature of yowugr. For non-hierarchical and grassroots grougsbést
approach is to get the information out to the grauipich you need to plan for.

Firstly, arrange a meeting between a few of youn wite suspect and put your evidence before thenciwa
their reactions and carefully note their explanaiof the evidence. Normally, by then the evidaace
sufficient for them to chuck it in — though mayhm without shouting that it’s all a hoax but thegnaot
work under these conditions, etc. If you are gamgxpose someone subsequently, get a photograph of
your infiltrator while you can.

Next, arrange a full meeting of your group, andtpetcase before them. It is wise not to annoumedrtie
purpose of the meeting before hand, as if othdtddayour suspect they may tip them off inadvettien
You do not want to announce your allegations withaying the meeting first. Ideally you will chalige
the suspect shortly before the meeting. If theatoeto the meeting to defend themselves, theybsill
better prepared and change their story to adapetevidence, so you will have to challenge thernthas—
this is the main reason for having other witnesgelse initial confrontation.

At the end of the meeting, ask the suspect to l¢daeoom so the rest of the group can come tonaarsus
on which side they believe. It may be worth yowieg as well to avoid claims of bias. If they agweiéh
you, then ask the infiltrator to leave the group



If your suspicions cannot be confirmed more thaourhspectly you need to tread more carefully. Again
approach the person with your suspicions as it beagnough for them to back off, but be preparedhfer
situation to backfire and they deny anything (adtikthey may be innocent). Continue to monitomthe

If you have approached someone accusing them p§laai infiltrator, and they have left the groupdref
you have had a chance to speak to the rest ofrthg you need to act fast, and get a meeting tegeth
Failing this, you need to contact them as sooroasiple with an account of what has happened and be
prepared for the following:

l. Primarily you need to provide group members with itiformation to back your claims up.

Il. The exposed infiltrator may be angry and attemparo the tables on the people who have
exposed them by causing disruption in the groupexample by ringing other group members
and telling them lies about their exposure.

1. You may have to explain to some group members Wway have not been trusted with this
information to date, as they may be hurt by theg@ged lack of confidence in them

For hierarchical groups, speak to key people yeudan be trusted with the information and ask tioem
how to proceed.

Dealing with the fallout
Once the infiltrator has been exposed you may wadb one of the following:
l. Consider going to the press to highlight the issue.

Il. Let other groups know through established charfPeldish a photograph of the person on
relevant websites and other news services (magadimymedia, etc) so others are able to
identify them as infiltrators. Send a letter tothk groups you are connected with an explanation
and what you are planning to do to minimize thebfm.

Expect some uninformed backlash and loss of repatabut it is better this happens than people
find out through rumour which will affect your ciiedity much greatly in the future. The danger
you face here is rumours being spread unchecked.

Il Put in processes for preventing it in the futusa help retain your reputation, following any
backlash over the exposure of the infiltrator.

V. Put in to place processes to minimise the damageuogroup, This is important to stope any
unnecessary paranoia and in fighting that can arsspecially where some members do not
fully believe the evidence gathering or there hasen sexual relations between the infiltrator
and group members. Some group members may nottavactept that they have been conned in
this fashion and their objections may be basedisn t

V. Change locks, passwords etc and analyse the afietiaterials and campaigns they may have
been involved with.

Gatherings

These pose a different set of problems. Howewvea/lfi authority normally rests with the organistrs
chuck them out. You do not have much time to gagh@tence, but in our experience spotting thenots n
particularly difficult as infiltrators do not go &gnificant amounts of effort to cover themselves.



Ask the following questions about them:

. When they take notes at what point do they do it?

. Who are they watching and listening to? How keentlaey on particular individuals and at
writing down people’s names?

. How are they making approaches to people?

. What about their clothes, watches and shoes (¢gegleat an animal rights event)?

. How did they arrive, and who with? Have they walkactually leaving an expensive car out
of sight?

. Who do they appear to know, if at all?

. How clued in are they to the issues?

. Do they appear to be drinking but actually are imgréhe same beer through the night?

. Are they taking notes in shorthand?

. Have they professional journalist equipment witbnthsuch as dictaphones and cameras?

. How have they learned of the event, and what a e thasons for attending. Who do they

claim to be in contact with?
. When you go through their bags and tents, do yaoidinything suspicious

Once identified, march them out of the venue.

Grasses after arrest

Particularly unpleasant but it does happen thaesom cracks or turns under police pressure/pesudsi
is not always used directly against you but theeesayns you can watch out for. Don't listen toipel
telling you that your mates have turned on youhasis a standard tactic they use to break yaistance
and is generally a lie.

When people start grassing in this situation theysaparated from the other defendants, and ‘public
immunity certificates’ are issued to prevent thet that they are talking being made public. Oftegirt
evidence will not be used directly, so it may notne immediately apparent. Your solicitor shoulcabée
to let you know if this has happened.

Where the grass is up on charges by themselvesithg get ridiculously low sentences and the police
suddenly know where to target people effectively.

Other evidence that someone has turned is thetgoélireatment they get when arrested, for exangrie
grass got a TV in her police cell when she waseamiakp while hunt sabbing.

It should be made very clear that anyone who gaveste ment against other activists is to be made v
unwelcome by the rest of the movement. They shbeldamed and shamed along with having their photos
published in relevant forums. However, if they pegt of a larger trial, this should not be donelwiter

the end of the trial to protect other defendants (iheir call as they are the ones who will suffee worst).

Other ‘infiltration’ methods

If someone approaches you as media, try to chedkdhedentials — ask for their cards, and ringdfiee

of the newspaper/TV/radio station they claim to kvior to check they are genuine. If it is someoraating
to make a film about your ‘cause’ or campaign, éhaat the production company they work for and task
see previous work by them. Phone film & TV prodantcompanies are a good front to approach activists
with and attempt to get close to them, especiallly Weir requests for visits to offices and to nether



activists — deny these whenever possible. Neves\methe “put your side of the story” line. Caréjful
manage what they are allowed access to and whgrcémerecord.

Other agencies can be front organisations set gpttgour trust, so just because you are dealitiy wi
someone from another organisation with supposéesame aims as yourself, unless they have a proven
track record then treat them carefully when passimgdetails about yourself, etc. Even if they apraven
group, they may have an unspotted infiltrator, asspon only need-to-know material.

4. Security for Actions

Actions come in many different forms, each one \itglown security needs. Many of the ideas mentione
under security for campaigns and personal secmdty also apply here so we will not duplicate theareh

By actions we are covering a wide variety of evemis deeds. Not all our tips will be applicabletery
type, but we hope that what is and what is naiidyf obvious.

4.1 Choosing people
Depending on the nature of your action you may riedx careful about who you inform regarding it.

4.1.1 Approaching people
How you approach potentials needs to be done it people what they feel about the type of acyion
are planning in general, on an abstract level &xklthat they would be interested in what you hawsay.

If you ask them about doing an action and theyailhytsay no but ask you about it later, unlessy the
expressing an interest in being involved, thentkedin it has been called off. Once committed waopte
against backing out later, and about being silent.

4.1.2 Gradually introduce people

It is best not to throw people in at the deep emdess you are very confident in your action anthem.
Better it is to work them up the ladder, watchirmgvthey react in different situations, how wellyHeep
their cool, etc.

If you are not ‘invited’ to actions and feel bitivout it, put yourself in their place and underdtthat their
security needs may be playing a part. Those ingbheed to be wary about not letting it slip so fimg
inopportune questions — this includes their behavés well as words, eg don’t arrange or hint a¢tmgs
in front of those not involved which is quite disinening.

4.1.3 Watch out for bravado

People will talk themselves up, and make out tmbee experienced than they really are. Recogniserth
people and be ready for it in case they end upitgit and leave the rest of you in the lurchmiay be
better to be blunt with them by saying that youdratsworked with them enough yet, and that you
personally don't feel comfortable in that situatiespecially one where there is a lot of riskhdy are
genuinely committed to the action happening thdiagicept this.

4.1.4 Watch out for the boasters

Like with bravado, these people can be a risls hard for them to not tell people about what theyup to
before and after an action, even after they haee b&rned to secrecy — some become smug and extra
secretive, which can be little better than givingag that they have something to hide. When intradyc
people into your affinity group note their ability keep secrets as they become involved more deeply

4.1.5 High profile people



Some people are naturally under a lot of attentirether police or otherwise. This maybe becausleef

organisational role or simply their history of bgicaught. Even though they maybe excellent acsivieey

may end up compromising your action by bringingesessary attention to you. If they don’t need to be
involved, keep them out of it.

4.1.6 People with issues

Although we like to be inclusive and bring many pleanto our movements, it does not mean everysne i
suitable for every action you plan. If you are gpia take risks then you have to be doing it witogle you
can rely on to back you if things do go wrong, an ®e relied on to do their part to make surettiiags do
not go wrong in the first place.

For example, drug users and heavy drinkers abdity, as are people with money-draining habitshsas
gambling. They are much easier to turn or tridk talking, as well as being unreliable. Theirchée
consume may also cause them to fail to carry opomant tasks, etc properly and lie to cover ujfr the
mistakes. Another problem is when people get arguatiee at unsuitable times such as on the wayto a
action, jeopardising the morale and energy of tioejg, and whether the action itself goes aheads Gén
apply to people with addictions or mental healtfués.

We would also recommend against bringing people wi¢éntal health issues where the stress of takskg r
may prove too much for them, or that later on,rdfte action, they may not fully understand thedniee
security matters.

If you are a heavy drinker, drug user, etc condmbay you may be jeopardizing others so consider
moderating your consumption so you are not losorgrol, or else stop doing actions where you would
have knowledge that could put others at risk.

4.1.7 Security and your affinity group

The final point when bringing your team or affingyoup together like this is to ensure that youadire
working to the same standards. Differing standaesfsmean that some people are not doing enougteio k
the group secure and others are being too parémdied point it is disruptive or disempowering. €uss it
through and make sure that everyone knows whatisemeasures they have to take and why. As in
campaign security, it is best to reach a consenbeseby everyone is clued in to the needs of tluaton
and acting appropriately. Such discussions areaatgmod way to spot people who are only givingsypc

to the requests or being too blaise about security.

Security measures reached by consensus and umikmgtare much more likely to be adhered to thason
imposed on people. Also, it makes it easier forpteto be pulled up if their security is gettingat. A
classic case of this is mobile phones at gathsritighe group decision is that mobiles phonesshav
batteries removed and not taken to meetings, atdi#tision is clearly broadcast, then it is muasier to
call people up for ‘lapses’ where they are turnedobrought to meetings.

Have a security run-though before the action. Makkear that the run-throughs are not a case wieame
being on a power trip or distrusting people butdyeecurity practise — mention it at the start ahping so
people know to expect it. Even experienced peopigytalong things they shouldn’t, and it shouldrgta
case that individuals are made to feel embarrdsgatip-ups. A security run-through is there taesh and
remind people, ego aside.

Create a situation whereby people can feel abdeltoit to mistakes. It is better to have it outntihaden
where it may come back to affect people. Likewilsgou have made a mistake, it is important that gavn
up to it, even if it jeopardises everything, thiédva your group to go through with an action whiclay



have been compromised. Also, if it becomes cleairythu were the one responsible for the securdwpdin
and didn’t let people know then people may no lerigel able to trust you.

When setting up an action people do not necesgaailg to be practising security at your level,ibaotay
be an opportunity to teach them about it througimgXe, explaining why you are taking certain measur

4.2 Scouting out the area

When checking an area out, try not to look outlaEe. Dress appropriately, smart if necessarylaraour
jacket and boots in the country, and dependindieratea, maybe have a cover story - A good onthéor
countryside is to bring a dog lead with you andygay're dog has run off. Basically the more natyai
act the better — and don’t be rude to people.

Plan any surveillance carefully, and watch outtlfer times you will be going in and out of the aidédoing
walk/drive-bys do not do it so much that your faeeomes recognisable, so if the police show somaone
photo of you they would be able to identify youstéking out, avoid smoking, and don’t drink lots o
water/coffee or you will end up having to make degtrips to the toilet. Don’t forget to use counte
surveillance techniques to ensure you are not comiging yourself and your fellow activists.

For relatively low-key actions where there is éitdthance of you being arrested, there is no reakgryou
cannot think up a blag story to get entrance tcsitee or even just pretend to be lost. It doesorhpromise
your security that much, if at all.

For covert actions, check out what else is in tlea and let the rest of the group taking part kaswvell.
For example, you don’t want to run in the directadra farm where dogs who will raise the alarm. Wno
your access points in and out and make sure yoardrare familiar with them. Have back-up rendems/o
points should you be forced to scatter.

Some useful techniques is to:
a. Go out in male-female pairs so you can act as #giogwouple if necessary.
b. Bring a dog lead and pretend your dog has leggaaldtyou are looking for them.

4.3 Planning

Planning is good. It gets you in the right staten@id. Decision-making is much quicker and when the
unexpected happens, you are better able to hantlle plan is perfect, and you should be prepaned f
things to go wrong. Hence have backup plans fomvthangs do go pear-shaped, such as alternative
rendezvous points, and when just to cut your loaseldeave.

Rehearse your plan with everyone together (or wdeals to be together) beforehand. It is a goodfatea
people to know what to expect of others and helpisl lip the strength of the affinity group. If paftyour
action is going to require people to leap fenceskarsure they are going to be able to do thatle things
like this are often assumed as other people makma thok easy, but the reality is sometimes otherwis

Make people fully aware of the risks and that theyprepared for the consequences. Recriminations
afterwards are destructive as well as being teo B¢ ready to answer pointed questions as pedjleew
concerned about the risks. It doesn’t mean thatahe infiltrators, but keep things on a need-towibasis.

If there are several parts to an action, not eveeyteeds to know who is doing what. This meansefof
the groups is compromised it doesn’t necessarigcathe others sets of people. This ‘need to knoagis
for actions has been one of the most successfuirtssaadopted in actions and proven to keep peaaide



In the run up to an action and afterwards donit steting strangely, or extra paranoid or suddehnging
pattern. The chances are that these will bring ratiemtion to you. Act as naturally as possiblef dsere
was nothing untoward about to happen, or has hagbdiscretion is much better than being paranoid.
Have cover stories ready for your actions and wdiarats.

Tip 1: Often actions may involve known activists fromesildere. Don’t suddenly have an influx of visitors
coming to your house which may indicate that themething going on worth investigating.

Tip 2: If people are travelling to the area by publimort to be picked up, don’t pick the nearest stop
station to your house or to the place of the actidrere possible do the one before at least, se the bit
of distance between them.

Tip 3: don’t have changes in phone call patterns irrtineup to or immediately after an action to patacu
individuals. Indeed, the less connections thatbmadrawn between the individual parties the better.

4.4 Communications

Meeting to discuss and plan — most of what was gadter campaigns applies here. The nature of tii@ac
depends on how open you can be about it. If yoil deer the phone/unencrypted email/text messdges t
chances are the police or your target will becomara of it. This may not actually matter, and dldesn’t
then don’t worry about it. The only thing of coneean this situation is that they may be able t@krout
one or two people as doing all the organising aed$ their efforts on them, so it is not approjriatou
are planning to keep a low profile.

Basically, do not say anything on the phone orrogiethat you would not be prepared to stand ugoirt
and say to a judge, or that will tip the authositie the fact that you are planning something. Goolels
shouldn’t be obvious, and do not use obscure lmakkdn sentences. The best approach is to arrangedo
people and pass the message on verbally, or wotea piece of paper to show them and burning it
immediately afterwards.

Arrange meeting by face-to-face meeting if possitda’t simply turn up and have a meeting there and
then. The less that needs to be said at the imtightion the better. If someone is going theamiging, they
should meet with people individually and test tltimmitment to the action before letting them irvdro
else is involved. Avoid doing anything in your saaroup as it will rapidly become obvious to thos
involved that something is up.

If visiting someone, you can have a completelyl@rant conversation with them while passing themote
about what you actually want to talk about.

Never have at meetings people who are not goitbg tmvolved, no matter how good an activist onfde
they are, or even if they are otherwise part ofrygraup. For starters, it makes them an accessoclassic
infiltration by the state of the far right was amaho used to sit in the pub with the gang untigbéso
familiar to them, they discussed their plans imfrof him.

Tip: sometimes discussion comes up during the acteoneddy to deal with it, especially as important
points may need to be clarified. To help with thigye aretch-a-sketclboard from a children’s toy store in
the car; it looks innocuous so helps detract fromimpressions you may be up to no good, andaltss a
good way of passing messages to each other thdtecaasily erased in one quick go.



4.5 Acquiring Equipment

Buy materials and hire vehicles well out of yougarBe prepared to have to put time and monejtliigo
Avoid using your own vehicle and don't park anyeldiiones near your house. Where possible avoid using
credit cards, though it is hard to hire vehiclethauit one these days.

Phones should also be purchased out of your aetgp&y-as-you-go models and when using top-up cards
pay in cash. When purchasing them, you are gegexsiled for details to give for insurance or watyan
purposes — have false ones ready to give to thfggnskible buy from second-hand shops without CCTV.

Burn packaging, receipts and other such matehailslink you to the equipment and are not neces#ary
there are serial numbers, etc, consider filing tlo&mor otherwise removing, as if the equipment is
discovered this can be potentially traced backéoshop where the piece of equipment was purcheasgd
hence maybe to CCTV implicating you in their pursda

Wear a baseball cap and non-distinctive clotheswwhaking purchases; consider buying a set of céothe
from a charity shop and once all your purchasesnage dispose of them. It is best to dress dowrbkerdi
in — wearing radical T-Shirts is not a good ideakil purchases as soon as possible, and not thHeettag
the action — the longer the gap between purchasaetion the better.

Purchase in advance as much as is possible — dalregday before is a big risk. The longer the thapless
likely shopkeepers are going to remember your aad@CTV footage will be kept. Also with this, if yaare
unfortunate to be under surveillance, they wilhlbere ready for you to do an action in the next fays

after you've made your purchases; which may go aafy a while if they see no activity to accomp#ny

When bringing the materials to where it is to e, carry it wrapped up so it cant be identifl€dnsider
putting newspapers and bin bags in the boot of#ineso you have materials to hand, if the shopsodo
wrap it up for you. Do not have stuff posted to yoitigoing to stand out.

Stuff for the action should be cleaned of fingerfsriusing white spirits or washing up liquid.

4.6 Clothing & other tracables

During the action itself, you will leave a numbétmils behind which forensics can be used to stigate.
For a good introduction into DNA forensics check the GeneWatch report at
http://www.genewatch.org/HumanGen/Publications/dreggNationalDNADatabase.pdf

4.6.1 Footwear

These leave distinctive marks, and cuts and wearitige tread can be used to identify your shodbeas
ones leaving a trail. This is an issue if you aveng to be in an area with mud or you have to cio&uy
disposable pairs or put socks (which will pull ugh) over the top of them, with a plastic bag betwéhe
outer sock and the footwear, so when you comekmttee muddy socks off, you can do it in a cleagegw
and bag up the mud and dirty outer socks in ongitjmut getting it on your hands or cloths either.

Tip: Watch out for getting mud on the rest of yourtluds, especially your trousers.

If stopped on the way out, an old trick was formgoeae to take off their shoes and socks (shoesirtieed
to socks through fibres) so individual pairs cottlte identified with anyone in particular. Modern
forensics could probably work this out, but it igpensive and whether they put that amount of efifowtill
come down to how badly they want you.

If they are muddy, wash it off if possible, and éaewspapers down in the vehicle to catch it.



Note: impressions of footprints can now be taketmatroadside by the police.
Glass is another telltale sign on shoes and trear@®e matched with broken windows.

4.6.2 Clothes

Depends considerably on the action. Non-descripest, and the closer everyone dresses the harddoii
individuals to be singled out. But consider theteahand your aims — a load of people wearing hédagk
outfits trying to sneak through town is going targt out. It is more important to dress for what y@nt to
achieve than to fit in with your group — camoflaggar is not always the best.

l. Black is not always the best colour, for instanettigg caught in a field of snow. Consider grey
or khaki. In our experience charcoal grey workg begeneral for not standing out in a field, etc.

Il. Avoid clothes made of nylon (very noisy when youvapbut go for clothes which are
lightweight and comfortable as a general rule erothe adrenalin rush will keep you warm.

Il Zips are also noisy and buttons should be preferred
V. Make sure you have nothing reflective on you.

V. If doing an action in town or where you are likedybe chased, have a different coloured layer
underneath to give you a quick change of appearams@mples are bright T-shirts or a
reversible coat. Or a different baseball hat.

VI. Clothes can be used to disguise your shape assedip for baggy clothes which create an
asexual figure.

VII.  Keep your hair and facial features hidden. Hoodsa&eball caps are good, as are masks and
balaclavas. However this depends on the situaa®spmetimes wearing masks and balaclavas
are just too much of a giveaway. Snoods are godladegscan be quite obscuring, and they are a
legitimate clothing item. Ski-masks are not goodhey give away too many facial features
around the eyes.

4.6.3 Hair
Wash your hair and give it a good brush beforeitepen the action, so no stray hairs fall out. Kédjgd
back and out of the way.

A technique used by some is to gather hair fronfltoe of a hairdressers — pose as an artist pamdhat

in your balaclava, etc which may have to be disedurd he result with be a nightmare for forensidafvn

right impossible to prove anything with. The alttime of providing the forensics team with no imf@tion
at all is to provide them with too much informatioyp deliberate contamination. The same goes forago
as DNA can now be extracted from the inside of hat$ gloves.

4.6.4 Fingerprints
Wear gloves, though some of the latex ones ddediile an impression. Practise using any tools thigm
so you are comfortable with the sensation and la@ge in grips.

If gloves slip or are impractical, remember to wifmavn every surface you touch, including palm riat
forensics look at the entire hand as opposed tdhedips of the fingers. Have scraps of mategady in a
bag and soaked in white spirit.



4.6.5 Maps

Essential but with pitfalls. A map found on younaarby the event with markings on it and your
fingerprints is pretty convincing evidence. Marlksngan be as simple as a lot of fingerprints over th
relevant spots.

Techniques to use with maps are
c. Do use markings, even pencils
d. Use laminated maps which can be wiped of tellttadeks quickly and don’t have as big an
issue with fingerprints as paper.
e. Ifin doubt, buy new ones with easy wipe covers asel gloves.

Don't print off a map of the site you are visitifrgm your home computer — use an internet caféotths.

4.6.6 Other materials

It is good policy that before you leave to go oa #ttion, you remove any unnecessary items from you
clothes. Anything that can fall out of your pocketild end up being traced to you through foren&cs't
bring ID, things that rattle, etc; take only they&gou need and not a full key ring. Bring some ayofor
phones though.

Keep personal items you need in a zip-up pocketsaparate from anything you need for the action.
Use torches with a red gel over them for outsidekwathe light does not carry near as far.

4.6.7 The Vehicle
You want to keep this as clean as possible, edpedia is a hire car. Technigues to use are
a. Use plastic covers on the seats.
b. Put down newspapers
c. Have cleaning materials ready in advance, espgdalitransit vans. This includes black bin
bags for disposing of the newspapers, etc.

There are reasons for this. Even if they tracevéiiecle, you don’t want to leave markings in ittthaay be
used against you, and ruin any alibi for havingldr do you want to leave memories of mud, ethe t
mind of the rental company.

Everyone should take charge of ensuring the velgateeaned, and it should not be left down togheson
who hired it.

4.7 Disposing of Equipment/Clothes
This is something you should budget time and pedjar for. It is something often forgotten aboutt s
quite crucial as to whether you actually get awa wour action or not.

Anything that may compromise you should be burnectioerwise securely disposed of. Dumping them in a
river/bin a few miles down the road may not be giod he more severe the action, the more theya@ngg

to put effort into searching for stuff. That sohiag was expensive should not be an overriding &x¢o

keep it if there are other risk concerns.

Don’t keep stuff to ‘recycle’/reuse if it is distiive or you cannot justify their presence in ybouse.
Some stuff is not illegal in itself so they stitbed to prove that you used it for the action ardin@other
reason for having it. If in doubt take the moret@aus option.



Souvenirs of an action are really not a good mBeaple can get quite silly over this, so this ndedse
spelt out in advance.

Clean vehicles thoroughly; wash them down and isefdctant if necessary, so that even if theyrdoe
the vehicle there will be as little as possibledewice in it. Make sure you budget time for this.

If you are keeping equipment wash it down thoroygtsing soapy water or white spirits.

Boltcutters etc may have telltale scratch markshernblades that link them to the action. They ngag a
result need to be filed down. If you are planniaglt this, have the material bought in advancedamdt
wait until after the action.

If you are leaving with equipment people in theigihcan help by filing down telltale marks, wipistuff
clean and general helping with the disposal prodasfore you set off, include the clean up matendhe
check-list — eg, cloths soaked in white spiriinfijl tools, working lighters, bin bags & cleaningeats, etc.

Where clothes and equipment are being physicabyroged, then don’t do it either near the sitehef t
action or your homes. The farther away from botthefn the better, depending on the nature of thierac

A good few people have been caught because thgysiossed spray cans, bottles, etc into nearby bin
and gardens, whereas if they had taken the tirpattsome distance between them they could have been
disposed of innocuously enough, even with fingatgron them.

4.8 Communiques & Photos

Make sure you can send these securely; if it wthpromise you, then don’t send. Consider waitimghde
so the heat drops down. Never do from your honfearetown — the greater the distance the better, and
avoid CCTV as much as possible.

Be careful that nothing in the text gives you awéy) doubt leave it out.

Eyes should be blocked out in photos, even if mastksare worn. Consider when using pictures of
backgrounds that you might want to avoid featunes tan be used to locate the place, or if theyecom
looking at the place they can match it up with blghed photo — use sheets as a backdrop. Sheébts wi
slogans on them can be evidence if people are tumfate to have unwelcome visitors who find them and
make the association with the photos.

4.9 Mobile Phones
See the separate briefing below for a guide togusinbile phones securely.

If they are required for a covert action, we sugtfeat you purchase a set of phones that have moection
to any known activists. Once a phone is used ainumber outside of this small network, it is
compromised. They should not be used until theodalge action (other than to charge batteries)tathv
point they are taken somewhere private (certamigyafrom activists dwellings) and prepares thens It
advantageous to put the set of numbers on eaclteghospeed-dialing purposes.

Once the need for the phone is over take the lyaiter and appropriately dispose of.
4.10 Phone Boxes

Phone boxes are still a pretty good ways of makimgnymous calls, though they do have pitfalls yeed
to be careful of. To avoid them we suggest theithg guidelines:



1. The use of phone boxes should be varied as amipossible. If a phone box (or even several Specif
ones) becomes identified as one being regularlgt bgeactivists for communication then a camera imay
put on it. People have been convicted as a rebthi®

2. Use as far as possible from your house/officgchng to other villages/estates is good.

3. Avoid areas were phones are likely to be alreadgitored, such as town centres where thereesdyr
much CCTYV or areas of high drug dealing. A simplg Bcanner will often pick up if there is a camera
monitoring it by picking up on the camera’s transsions back to base.

4. If making a series of phone calls rotate thesuad phone boxes — never stick to one or two nbutn a
pattern you repeat.

5. Wear baseball caps & non-distinctive clothingeld your head down. If you can, slip a mask ugron (
case of pinhole cameras in the phonebox), puttrtbieaexpense of making you stand out to passers-by

6. Use gloves to handle the receiver and deperatinghat you are saying, consider puttingjeancloth
over the microphone part to stop leaving tracespdf

7. Use 141 in front of numbers (UK) only. In theariyl anonymize your call so that the person atdtieer
end cannot see the number. This is no longer altheysase with the introduction of new technolagy t
defeat nuisance calls. However, for many numbepe@ally ones not commonly targeted it will stithrk.
It should not been seen as a measure of guaragteednrity but of adding an extra layer of security

8. Phone box to phone box calls are not secufacirthey are seen as a trigger for state mongorin
9. Phones in hotels, bars, etc are also usefutesio make phone calls from.

410CCTV

CCTV is everywhere these days, but not impossitade from. Learn to recognise, but be awarettiay
can be in shops but videoing what passes the wiaddwoid looking upbaseball caps are good. Quality
does vary considerably and some do have soundjbt vision.

CCTV also allows investigators to pick up on boayduage so no distinctive slouches or swaggergp- ke
to an ordinary straight backed walk.

411 Travelling

When driving, pick country roads and motorways,idvg towns as much as possible as that is where th
greatest concentration of camera are found. Kedpmthe speed limit, so as to avoid being stogped
police for speeding and setting of speed camefrgsulare in a hire vehicle — recommended — thanwyi
be safer, as police vehicles now have cameras ctethap to computers which can capture your number
plate as you pass and let the police know if tHeole belongs to known activists.

The best times to travel at night are around pabicy hours and after 4 am. This way you fit inhvitie
flow of traffic. Some activists avoid travellingtiseen 11.30 and 4 am, depending on the naturesof th
action — suggesting instead parking in a woodmilar and sleeping it off until it was time to telagain.

If the police are alerted immediately after tha@acthere may not be time to get out of the arspeeially
if you have a distance to go, so you should comsig®u should be on the roads at all as you lae& tmore
likely to be stopped in spot checks.



If you do get stopped have a blag story ready -ysayare on your way to a party, or something bale.
Being dressed to look like trouble will only invifierther curiosity from any police who spot you giag. It
is best to have two people in the front, lookingagimdeally a man and a woman, with everyone lglag
down in the back.

If you are stopped, don’t panic — they may not hifngeevidence you committed a crime depending en th
situation. It is good to plan in advance what tafdbis situation does arise.

Something worth noting is that some hire compahas tracking and GPS devices on their vehicles to
record where it has been. This may not be an i$skiey are not going to trace back to the hire pany
though and it has been hired well away from wheeeatctivists are based.

4.13 Being chased
It may happen that you pick up a tail while leavingovert action. Depending on the action, you either
decide to accept the fact. However, if the situatioa serious one, it may be worth trying to libse

4.13.1 On foot
Scatter in groups of between two and three, prefgraatched up to speed, but in groups of no more.
Solidarity is all very nice, but there is no paatitgetting caught.

Move in different directions. Always have a secagdandezvous and time in case this is necesdatlis
is a possibility, people should have maps of tle@a &no markings) and be familiar with where they amd
what they are looking for.

Hiding may require you to keep your cool especiathen there is someone standing quite literallyrove
you, but the key is to relax and keep control afryismagination. Gardens, woods and hedgerows hre al
good for ducking into.

4.13.2 In the car

If you are certain that it is the police and ndtess who are onto you, you have nothing to loodee—
chances are that the driver will cop it anyway, fragsengers still have a chance. Try and locatewbare
you can jump out of the car and leg it. If the eaggrs get caught later they may need to justify thiey
tried to evade capture in court.

If you are getting chased by workers or others agolikely to inflict violence on you, then you me®
attempt to evade them. We will not go into mor&adl®n that here, but a search on “escape andavas
driving/techniques” or “emergency high speed dgMachniques” on the Internet should provide teghes
for evade cars attempting with would-be attackers.

4.13.3 Abandoning the car

If the car has to be abandoned, so be it. The paopkhom it is registered to or who have hirediit still
have to deal with the investigation so if they moé present they need to informed that this hapéragd,
but watch out for late night phone calls that mtiean suspects — consider having a system wheresg m
rings means trouble, but that they do not answéihiére may also be DNA left in the car that witiglicate
the driver and passengers, but this will take timiee followed up. This situation can lead to irased
monitoring of suspects for a while in the hopeinfling more direct evidence.

Of course, it may be that the car is registereahtaddress or organisation so that the peopleargelof it
cannot be immediately identified; or it may be tlase that the car is stolen or otherwise, so kat t
registered owner is not fully aware of it beingdigethe action (such as one recently bought aad th
documents have yet to sent off or processed bpYHeA). Where this approach falls down is if the éar



already known to investigators who have you underesllance so know you have access to it. The césn
are that the driver will still be caught.

Some people have suggested using false numbes plaieh will confuse cameras and also throw
investigators trying to trace the car, however, ifiyotg number plates in anyway (including puttingidhon
them, or using tape to create new letters) isallegehicles also have chassis numbers and othat se
numbers which can be used to trace the identityhastdry of the car should it be found abandongdnef
it has been burned out — though they are unlilelyat to this amount of trouble unless they aretpret
determined to get the activists, and even therait not actually lead to a chain of evidence. Bugrant the
car will, however, get rid of DNA evidence.

Disclaimer. we do not condone any of these approaches, avitlpd as an information service only. We
encourage people to avoid breaking the law. Jugbaknow.

4.14 Evidence gathering tools

Directional microphones can pick up conversatiorenaf done from a helicopter, so avoid discussing
things on demos and when discussing things of aiy&ensitive nature, take great care of wheredmit,
if this sort of surveillance is a risk.

It is the same with cameras. They do not need tmdented outside of your house to be watching you,
though some are to be found in the houses of neigisb

4.15 Debriefing
A useful thing to do for a variety of reasons, thlosecurity should be as tight as for planning mgst

a. Go through what went right and wrong so you leanmfmistakes and improve for future actions.

b. With what went wrong, consider where are people abrisk and what can be done. However, it is
not reasonable to expect everyone to take thenfabblidarity with one person.

c. To remind people not to talk about the action, embg with others not involved. People will want
to discuss the action, especially if it has beety gaccessful — it is part of human nature. A defbri
gives people a chance to get this off their cheshaking it less likely for them to talk to othelfs.
someone needs to talk further they should not datlt anyone not involved in the action.

d. Remaining responsibilities to deal with should haiready been planned for, but if there are new
unforeseen circumstances that have cropped upriagyhave to be dealt with.

4.16 Shitting in you backyard
This is a phrase commonly used by experiencedisistivAnd also by paranoid people as an excus&not
do small actions near them.

It is useful advice but it needs some interpretati®asically it is not about bring attention to yseif on
several levels. One level is covering the enviramsind your house with loads of political stickeysffiti,
etc as that just marks out the area as somewherattth and makes it easy for them to find you.

It doesn’t mean you cannot do actions in and argunl town — just don’t make it obvious it is cesdr
around one particular street or such like.

On another level, it refers to actions with sigrafit consequences and which may even lead to fsatien
with these sort of risks should not be carriedra#r where you live. Yes, it may be frustratingite down
the road from a particularly evil company, butdiuyare going to do something drastic to it, them will be
the first one they will focus on. Small scale stafhot so much an issue, but the larger scaléistuf



If company X has a factory in your town and somegpray paints the wall or glues the locks, themtlost
that may happen (if they don’t catch the perpetrsti@ight away or find their equipment) is perdaradis
by police trying to find people willing to talk do rattle peoples cages — in fact it is a good #ithrey do
this, as it shows that in reality they have litlego on. However, in serious cases, where say @oeeom
a more hardline group attempts to burn down thifgcthen the known activists in the immediateaasd|
find themselves under much more scrutiny and domag be kicked through in some cases. This is
essentially a knee-jerk reaction by police despeaiafind evidence — however, if the perpetratarasfrom
the area they have much less chance of gettinghtaug

At some point you are going to make value judgesiantl go ahead with the risks. People have got away
with surprising amounts of stuff relatively clogethem by taking the right precautions; howeveg asle
of thumb, interpret your ‘backyard’ as

the more serious the consequences the further &aayyou & your town should be doing it

4.17 Conclusion

There is a lot of material in this section, andtawill not be applicable in every situation. Warldt what
your security needs are and find what applies toamd your action. If you are organising a strdmfwtard
demo, you do not have that much to fear and & lmtcdonsequential; consider about making life &gcdit
as possible for any investigator but not to thenpahere the demo becomes impractical. For example,
don’t need to set up closed phone networks fomacddut you can throw a spanner in the works byaisi
unregistered mobile phones or payphones.

Remember, that protecting your privacy and notitegdna/fingerprints is not illegal...

This list is far from comprehensive, and there Wdlthings we will have missed or only briefly thed on.
If you think we have got something wrong, or missatisome useful information, let us know.

5. Security for Demonstrations

If you are a person involved in covert activity yioeed to strongly consider whether attending public
protests is necessary, since you want to be bignagnittle attention to yourself as possible.

Demonstrations are fluid things and it is impossiiol guarantee they will go off as planned. Youdnee
know your law, and if you are going down with afirafy group then you need to go over the various
consequences that may arise in case of troublh,asiprisoner support, and what behaviour is eggdeutt
the group on the day. There is not point havinglia is the group because one section felt uninfedror
unready to deal with the actions of another section

5.1 General rulesfor demos of all types.

* Avoid calling out peoples names; use pre-arrangekhames or generic shouts.

» Do not make it appear if one person is more sigaift than others; group discussions should be
done as a group, not one person going around asidngduals.

* Never, discuss plans at a protest, even meetingmoDstrations sound noisy, but directional
microphones can easily pick up conversations -udiol from helicopters.

» Masks can now be confiscated under Section 60ANgwver, that does not make them illegal;
however, the police are just as likely to say tloatr are attempting to be intimidating and haragsin
by wearing one. Baseball hats and coats with higllars can also be used to hide the face, as can
placing banners in front of you.

* You never know who is around you at a demo, listgim or just watching you to make a wrong
move. It is well documented that police will senidae group of people into a crowd where they



will incite and/or monitor so at the end of the day may find yourself suddenly arrested by
someone who had spent the day next to you and dolike=a fellow protestor.

* Avoid carrying ID, though if you get arrested arahiot confirm your identity then they may use
this to keep you in the police station for longer.

» Keep an eye on exits from the protest, so you eavd fast if need be.

5.2 Evidence gatherers (EGs) /Forward Intelligence Teams (FIT)

Demonstrations attract police intelligence teaks fiies. What they are interested in is recordiagr
presence, any clothes that can be used to idgmtifyand most importantly who you are with or tatkto
so they can build up their profile on you. If yoondt want to be associated with another actividilioly
then don't be seen talking to them at public prstes

5.2 Cameras

Photograph/video people acting suspiciously, rdugfraviour by the police and any arrests they make.
Once this is done, take the memory card or filmioumediately and pass it to someone else. Put in
replacements. If the police see people photogiagin itlegal actions they have been known to tatiget
photographer and destroy the evidence.

Avoid taking photographs of fellow activists, esjdly stuff that may compromise them. It is greahave
action footage, but not at the cost of someonesdom. The police have the right to seize caméthsy
thing they contain evidence — a power they’'ve daewn to abuse.

5.3 Travelling to demonstrations

If a car is stopped on the way to or from a protesik away to hide faces. If passing a police gighiduck
down so they do not realise that it is a car fllctivists — often they are on the look out fohies
packed with young people to stop and search. Likewdonsider if putting up posters on your car winsl
will be drawing unnecessary attention to it, esglgcif they are left up on the windows when the isa
parked up.

Try to avoid going to and leaving a demonstratigrobeself.

5.4 Debriefing

If a protest does not go as planned and therdéaay-handed reaction from the authorities, ioisdyfor
people to debrief afterwards, even if it is onlythe affinity groups. This is important psycholaglg, and
for being able to work together should similar eégdmppen again. Violence can have hidden psychalog
effects that find release in drugs and alcohol gomnsion or depression if not dealt with by discassi

55 First Aid

The state and other opponents will often resovidience, so it important that there are peopleadowith
first aid training. There are groups offering fteaning and online resources so check them oyteBéing
on the nature of your group’s activities, considaying for someone reliable to be trained up, arslie
that they are not put in positions where they wilt be able to help others.

Self-defence training will also teach you how tketand/or deflect blows so they do not do as much
damage. Another use of first aid is how to deahwgiar/cs gas.

5.6 Dealing with Provocateurs

If you see someone inflaming a situation beyondrevlyeu are willing to go, then get out of thereydiu
are confident that someone is a provocateur thiéthean out, but beware what consequences younrati
may have, especially if the crowd’s mood turns ugly



Do, however, alert people around you and get peopbfiotograph their actions as this may help genui
activists when the come to court.

If you don’t feel confident about outing the proateur, consider following the discretely, and plgoagph
them, especially if they are later seen talkingdéice or even getting into a police van. Therckernpaigns
know as it may help other people’s court cases.

Infiltrators have been known to attend demos, bottir up trouble, justifying police oppressiongdaalso
to gain reputation that is useful for worming th&ay into other groups.

6. Personal Security

As with all security, tailor your needs to yourians. There is no need to go to extreme lengttigaifis not
called for in the situation. If you only do veryfly actions and hang out with like-minded peopiay only
need basic security, do not need to implement eavegsure possible. If you are doing covert actitires)
you need to make much more effort.

A rule of thumb is that the higher the risk, thevéw the profile you want to have. For examplenvfalved

in covert stuff, you do not want to be attendingds or getting involved in public disorder situagsavhere
arrests may lead to your house being raided, qulgimore attention is turned onto you. Dating hpgbfile
people does not help either — think about where paorities truly are. The lower your public prefithe
less chance you have of appearing on the statés eand encourage investigation of yourself.

A mistake well known activists can make is to ds=gr suddenly from the scene, while remaining in
contact with other activists: it sets alarm balging. If you are going to disappear, do it grdtua

The main threat to your security is how much ofdife they can build on you and your network of
contacts. The police regularly monitor new peopieascene or in a known active group so they have a
idea of who they are and whether they deservedudtiention. This basic monitoring is routine, pedple
often make the mistake of noticing it and immedyaéssuming that they are in trouble or their disor
about to go through any moment. The reality is yloat have just appeared on their radar and thegaing
a bit of background research to find out more alyoutfor the future.

Another reason for carrying out surveillance iseafirm information that they have received frorhert
sources, such as phone taps and grasses. For exdmaplyou really are on the way to a family fuaher

It is unnerving when it first happens to you, beég your cool, don’t do anything rash, just be avdrthe
situation. Panic only gives the impression you hemmething to hide and can draw more attentioroto y

Knowing that your under surveillance or that yoause may be bugged may have its psychologicalteffec
It is a horrible intrusion on your sense of spawe ersonal life. Don’t bottle it up as that makes
paranoia worse. Talk it out with fellow activistscawork out ways of dealing with it. It is good to
remember that you are being bugged and under danas because you are been successful and being
successful is what counts. As, if you play it righs possible to outwit them.

6. 1 Dealing with the police
The police, in our experience know less than threygmd to. We have found it much easier to exesnt
to know something but not to let it rattle us iéyhuse it.



A common trick is to use your first name, or toiblefately let slip some personal detail about yda i
conversation. When you think about it rationallyjtq often the information is pretty innocuous, aidply
shows they have been doing some background cheekmagkly, so what? Ask yourself, why are they
doing this? Why else would they admit they've bekacking up on you, and basically doing their job,
unless they want to rattle you. If they were daangroper surveillance job on you, they are not gadnbe
letting things like that slip. Rather they are ertlrying to frighten you off through paranoia,smaring you
into making a mistake. Stay cool, don’t get ratéded evaluate just what it mean in the light of twwaau
plan to do as an activist — in our experienceeitggally amounts to very little.

The state is looking for two main things about ygaur beliefs and your network of contacts. Thawisat
are you up for doing, and who are you likely todoéng it with. State intelligence is not generallyected
at solving a particular crime but at building udaaabase of knowledge, so that when something does
happen they know where to look straight away betloeeevidence has time to be destroyed.

Evidence gatherers at demonstrations are a comeadaré, and people get quite nervous about their
constant photographing of people. However, if theye simply recording your presence there, theylg o
need one photograph. What they are looking forhie ¥#8 doing the speeches (in their eyes an indicato
someone is a form of organizer) and who is talkongghom. It is the latter they are most interesteds it
allows the network to be built up of who is friepalith whom. Next time you are on a demo, watch the
way they move and work; look at the people theypdu@ographing and what they are doing.

On a personal level, the your opponents are jugtejadiced as the rest of society in stereotypimgnow
people dress. If you wear radical t-shirts suppgrtinderground groups or provocative political alegjor a
dressed in quasi-combat (to project a ‘hard’ otivést’ image) or ‘punk’ clothing, you will to stahout.

Clothing and appearance is important, but if yauguoing to be a serious activist, standing oubieething
you should avoid. It is nice to be an ‘individuddyt if you are doing stuff which attracts stateation why
help them mark yourself out? Unfortunately, we doblive in a utopia so activists serious about vthat/
do, will have to make this sacrifice. The ideaibkend into the society around you. Dress caugally
everyday clothes with ‘normal’ hair as if you wexe ‘everyday’ member of society. It is all verylite
debate the nature of what is ‘everyday’ and ‘nortyiabut the reality for a covert activist, is ththe
stereotypes are generally quite clear; these delatde will have to be put aside for the practieality.
Your aim is to get away and continue being acting bringing attention to yourself.

A person with a green mohican is very easy to Wellwound. Even wearing a distinctive jacket eveyyida
enough to mark you out, and make you much easietltw. Describing regular clothes worn is much
easier to do than to describe faces unless therether distinguishing features (beards/particular
glasses/hair style).

If the state does mount a serious surveillanceabjper against you, the chances are that you argaing to
know. However, a common mistake of the paranotblasthis goes on against everyone all the time. Th
state simply does not have this sort of resourttet-sort of budget is kept for the people theyaee
genuine threats which in turn comes from studyir@irtprevious intelligence and from inside inforroat
Unless they are really out to get you, you are rntikedy to be targeted intermittently so they cqdate
their files on you, and by low-level coppers wheagihemselves away to the prepared eye.

Being asked to be a grass — see the article on astwistsecurity.org for more on this.
6.2 At Home

Below are some technigues and advice for protegtingself at home. A rule of thumb here is to ask
yourself, “if the police came in now, what woulethfind which would put me at risk?”



The other rule of thumb is to never discuss angtisensitive in your house. Going out into the garite
discuss stuff is not safe either. Even if they hiaotbugged you, don’t take the risk of lettingrthenow
what you or others are up to.

If someone calls around to let you know about acaming action or to arrange a meeting to discuss a
sensitive issue — take a walk, preferably in adio® you don’t normally go, and change each tibeaving
mobile phones in the house, of course.

6.2.1 Control the information in your house
Burn your rubbish, personal letters & bills. Thesatain a lot of useful information about you, ybabits
and your contacts. Considering avoiding havingmamof your handwriting around.

Have a process where you do not leave stuff suemaslopes, notes, etc lying around, where a grvass
has got close to you can read or pilfer.

Depending on your background, situation and thereaif your activity, consider whether having any
radical literature is necessary to be there. If granot well known, or acting independently, gost of
material is valuable evidence showing you havedstein the movement/campaign/etc.

Diaries are a bad thing, even if well hidden. diiythink of a good hiding place, you can be suat yiou
are not going to have been the only one, and #@lp who specialise investigations are also gtuirize
aware of it. This includes behind pictures, undmards, in cistrines, tapped under cupboards, inside
cushions, etc.

Saying that, if it is a raid by low-level coppenem there is a good chance they will over lookf stuf
certainly we have heard enough stories of policgsimng the obvious. What you need to do is consider
balance of outcomes — how likely you are to beedibly the sort of agents of the state who know wieat
are doing, against the risk that information igaarself.

Any risky information should be put on a computeskdand encrypted using PGP and stashed, so at leas
you have a chance of keeping the information ottheifr hands even if they get what it is storedton

Do not give your car keys or house keys to othepfeeunless you particularly trust them.

6.2.1.1 Preparing for a raid

If you suspect that you are going to be raidesdatesstage — for example an action has gone wrang, o
something big has happened in your area so theistheing very inquisitive - keep all sensitivetenil in
your house together so that if you have to rembired hurry, you are not wasting time searchingffiat
elusive but damning piece of paper. Planning age®to deal with the risky information in your heuwsll
make this much easier; it helps prevent you loosiatgerial and gives you a greater degree of contret
it.

Remember, if you are being watched, then any pgrackion will be noted and thus you will bring floer
attention yourself. This is one reason why polinedk on activist doors — they may know you areguihg
to tell them anything, but if they can rattle yaage enough so that you slip up then they may lectalget
something on you.

Tip: If you do get a visit do not start ringing peoplgolved in your action or similar, as the phorés
made after a visit will receive more scrutiny anaympoint other people out to them as being worthy o
attention.



So, sensitive material should be removed from ymwse on a regular basis in a calm manner — not
furtively! This does not prevent you from practgicounter-surveillance techniques, but do so distyre
Any sensitive material (including anything relatitagthe target, even if it is simply leaflets ofated
issues) should be dealt with before an actionaftet. This goes for simple stuff as well — a magafrom
Greenpeace can and will be produced as evidersfeoto that you are interested in anti-GM issues and
inferences can be drawn from it — especially ifnianget happens to be mentioned in it.

If you get wind that something has happened andsyspect you may get a visit as a result, stay aaldn
prioritise what you need to get out of your houBet friends to call around and take stuff out fouyor
‘take back their possessions’. Again planning fartsevents and having safe places set up will ralikbis
easier to deal with on the day — in the middleur¥sillance and knocks on the door is leavinghttdate,
and you will not think as clearly — plus your carttawill not be pleased at the sudden attentionrgay be
bringing unannounced on them.

Depending on your location, you may actually bedblleg it — as in one case where one activiathouse
about to be raided grabbed the computer and leiyggd neighbouring gardens, getting out of theaar
safely.

Even if you don’t have anything to worry about, eré&l-wise, in your house, the attention from tlodige
is unsettling. Often (though unfortunately not apg)a such visits are simply to rattle and intimelgou; as
such they should be treated more as a statemeut thigolevel of their intelligence and the evidetioey
had — if it was particularly good they wouldn’t sipping by to see you for a friendly chat, buigdiag
you down to the nearest police station for a lessdly one.

If you allow it to panic you into paranoia or inegtiveness, then you have let them win. There @reists
who are raided almost on a regular basis, whocstiitinue on doing actions and being very effective

6.2.2 Phones, computers & emails

Clicking and whirring sounds, or feedback on yoliompes does not mean you are being listened though,
though it may be that they are acting to make yarampoid. The reality is that if they want to listenyour
conversations you are not going to know abouthe $ame is true for emails and mobile phones. Bigic
never say anything on the phone you would not bpgred to stand up in court and admit. Never plan
anything over the phone it would put you, othergaur plans in jeopardy for your opponents to hear.

Even if what you are saying is not illegal in ifséhink about how much it could be used to buitdau
picture of you and others which would be usefuhtir profiling of activists.

Places like GCHQ in Cheltenham monitor every phtge,and email communication. This is achieved by
sophisticated programmes that do more than piakukey words, but also put them into context. has$
infallible, but it is something to be aware of. Udeappropriate codes works, though in our expegethey
will sometimes check up these cover stories. Farmgte, one activist was followed out of the coundra
family funeral because the state thought the fuivegia an excuse for something else. The best adice
avoid planning stuff over the phone and email, ss\khe email is encrypted.

Some activists recommend using a programme cakgdes if you have broadband, to make phone calls,
which allow them to be made via the internet. &sfulness here is that you do not have a phonkdshitig
the people you have been calling. However, one bmistware that it will not defeat bugs in your reas
on your computer. It is, we recommend, a useful frmdow-level security that hampers their efforts

build up a profile of you (plus being cheaper), watwould not rely on it for anything more risky.



For email, use PGP encryption for everything. Tlogerpeople who use it the better. See elsewhei@ for
fuller description of email security.

Remember, the phone and email are useful for fatfig and initiating stuff, but they do have their
limitations.

The phone can also be used as a listening dewddaks care talking around them, whether landlores
mobiles. And remember, you never know what youistgiare carrying, as some activists found out when
targeted by undercover reporters. Finally, whispgean the phone does not work.

6.2.3 Mail
Mail is easily opened and read. Some times it reedgery obviously, other times not. One sign tocladtut
for is mail appearing in a bundle every few daysother is regular tears on the flaps.

When sending mail, glue or sellotape down the asroéthe envelope so it is harder to tease therteout
(done by using tweezers to wrap the letter intoiratube that can be pulled out. Also secure adkafs on
the letter so they cannot be steamed open. Envelpealso be made through using special sprays. A
useful way around some this of this is to use bathcards and the like.

However, there is generally little way of knowiniphether it has been intercepted or not, so dountt
anything in letters that either incriminates yolfree others.

An old trick (though less common now) by securgyvgces was to write letters pretending to be soraeo
else in the group, or another group, to sowed sekdissent, so be aware of such tactics. If thguage in
an email or letter is not characteristic of thehautquestion if it is genuine. If in doubt, ring the sender
and ask them did they write it. (Though be awaet some people do have genuine issues, and itnddes
mean they are being deliberately disruptive.)

When posting stuff, most of what was written injoeis sections applies. Anything sensitive showd b
done well away from your area, and see the guideitong letters anonymously for more informatiom o
that issue at www.activistsecurity.org

6.2.4 Being awar e of intruders

The State can get into any house if they wantdahey are fundamentally insecure. Of course, uf e
doing nothing in your house, then this is not apgm. It is however an uncomfortable feeling, bt o
activists may need to learn to live with in orde@atchieve their goals.

There are few locks, if any, available to the ageractivist, which cannot be bypassed. Saying thygbur
lock suddenly gets very stiff as if the mechanisrdadgy, it could be the sign of a hamfisted loicking
attempt.

Keep your house clean. It is much easier to sdryseiive had an intruder if it is, as you will beone in
tune with the little things that have been movéds & psychological thing.

On windows and at other strategic points leaveyerlaf dust. Thus if they've been disturbed, ithhabave
trails, or else be wiped clean if they noticed it.

The problem with leaving markers which may be dlstd is that by entering the room/opening the door,
you may be disturbing them as well, so it is imaego tell whether it is you who has upset thekaaor
not. A trick some suggest is to stand a cigatté’s filter and light it so it burns into a cohn of ash.



Anyone walking by will disturb it, and it is impadbg to replace (unless they clear up the messtartl
again). The cigarette also has to be placed sonmrewioe completely obvious and also in a positioreseh
you entering is not going to disturb it.

Hair stuck on with spit is not particularly effeai, as the hair can fall off as the spit driesand your
disturb the air in the room.

Alarms are a more expensive solution, but agairfaaproof. They will stop the basic attempts, bgainst
more sophisticated attempts they will fail, espicidyou do not know what you are doing whenataes
to setting them up. If you are expecting intrudéren it is best not to have stuff of use for therfind in
the house or office in the first place. Certaintyribt leave sensitive material lying around.

Tip: possible hiding places are in bags or jarod, but will not fool everyone.

6.2.5 Being bugged

Police (and private investigators), either throagkiert intrusion or during a raid, will and can pugs in
your house. This is why you should never say anglhere you would feel unhappy about defending in
court, that would give away plans for actions, ouwd implicate yourself and others. Or indeed go#sat
could be used against you.

Bugs come in a variety of different forms and sizesost are there to pick up on voices. Old trslsh as
running water and having loud music on in the bazkgd are not going to be that effective againstrth

Long term bugs can be hidden inside telephone® utrical sockets where they can tap into the snfmin
as long as needed. Others are battery operatethaaeda limited life span. They can be hidden argpeh-
cupboards, bed headboards (pillow talk is not safesofas and in numerous other places, includiathek.
They can also be embedded in objects such aslangss and such like. An old favourite was in thestof
doors.

Recovering the data is the main issue with bugsd,ih how does the police get the information b&kne
store information and need to be collected atex date. Others will transmit it to a nearby reeeivThe
former are harder to detect and tend only to badaduring renovations. The latter are easiehag tise
radio signals to broadcast the information, and ttan be picked up by scanners.

6.2.5.1 Scanners

Scanners are simple devices that pick up on radaguéncy transmissions; they can be bought in sfemps
Maplins) or over the internet and are not illegahave. Follow the instructions on using them azitye
Normal practise is to go over the house with tre@ser about six inches from the wall, while talking
constantly. Many bugs are voice activated so asmserve power so unless there is something toaheti
them, it may not be transmitting at the time yoe& sgzanning.

There is a major problem with scanners in that thidlyalways be one step behind the bugs themselves
When bug detectors started being able to detewtrrssion frequencies of 2GHz, bug manufacturers
simply upped the transmission frequency to 3GHz2 al high tech scanners cost in the tens of dralss
of pounds and require professionals to operate.

On one hand, many people still use bugs that cdourel by over-the-counter detectors so they can be
found. On the other hand it can lead to a falsseehsecurity, and removing bugs can encourage the
surveillance people to use more effective techraglimne does find bugs your other security preess
should protect you sufficiently anyway.



6.2.5.2 Your Car, the Garden & the Environs

Many people will assiduously check their housebiiogs, but then forget to do the car, garage, gaaddn
even local environs where it is obviously idealfoeetings such as local wooded areas and park&hedé
have been known to be bugged so it is worth chgakiam — especially the car and garden. Similanyne
boxes in your immediate vicinity.

6.2.5.3 High Tech Surveillance Equipment

Even if you are sure that you are not being buggedr, enemy can still listen in on you. For example
they find out you are having a meeting around atymuse, they can simply park up and put a longed
directional microphone in its direction, which gaiok up on conversations through walls.

Mention is often made of lasers being bounced ofiawvs to listen to conversations and read the otste
of computer screens. We have not actually encoedht@nyone who has been subjected to this, though we
have heard that he quality is often pretty pogoeeglly with closed curtains and the computerrfgaway
from any windows. Also, if you are taking the rigigicurity precautions, you will not be saying amghn
your house which would compromise you in places likur house.

6.3 Your area and neighbours
It is good to know your neighbours, in terms of whey are and where they live. Be friendly withrthe
You don't have to tell them you are politically &et, though in some cases it can actually be aarsdge.

Neighbours (and likewise work colleagues) can bewace of information both for you and the police.
the past the police have been known to approaghbeurs, in particular the ‘curtain-twitchers’, goamp
them for information on you and your activitiesn@ogo further and will provide the police with distd
monitoring of you or even allow them to place camsan their houses. The police may tell the neigindo
outrageous lies about you in order to convince theoo-operate.

If you are friendly with neighbours, then you cackpup on people approaching them to ask questbosit
you, and they are less likely to cooperative witlhelieve your enemies. If they do believe themy gan
pick up on those who have been approached by dregehin their attitude.

In one case an activist found out that there waanaera in the flat opposite them because the lathdliothe
block of flats was unable to keep the secret afmuitd its way into friendly ears. Another discaethe
video trained on their door when a neighbour turnivedr TV picked up the images of the front door.

It is good to know your immediate area well. Drggvaumap of the windows around you and keep an eye o
them. Put faces to houses and windows. Watch omtifadows that never have lights on, or curtairet th
never shut fully but where there are people engeaimd leaving the dwelling. It is not a definitgrsof

being watched but something to be aware of.

Knowing the faces is also good, as if they turratign action or where they shouldn’t be you wilkide to
recognise the fact straight away. It is unlikelyt bh has been known to happen in a couple of ¢dmane
where heavy surveillance was expected.

As with being bugged, being watched need not bentluah of a threat if you are taking the right ségu
precautions anyway. At the end of the day, thodehiuag you have to get results and have finite wesss.
If they cant get results from bugging and monitgryour home then they will not keep it up forevarcut
back on the time and effort they spent on it.

One final tip for your neighbourhood, is to gektwow your estate quite well. Watch out for carsgei
parked up in unusual places, or at junctions aettteof your road where they can watch which dimact



you are coming out of your house. Often these wdrbe non-descript, but other than the persotingjtin
them for prolonged lengths of time, things to wadcih for are lack of dealer tags, new tyres andaext
aerials. Even if people are sitting in cars withittbacks to you, they can still be using the keew mirror
to watch. Likewise work vehicles are not hard tougeso are also useful for surveillance — keelpseceye
on what they are up to and which houses they aeging.

What has been found useful by some is when wartdicgeck if they have a potential tail, whethehatne
or at a meeting, is for one person to do a quick wesing the excuse of taking out a dog or gomthe
shop, to spot if anyone is sitting around in aliikear. This should be followed up between 15 tar80utes
later to see if they are still there.

This is not proof in itself, but note the car magelour and number plates so that if it appeags lidcan be
immediately clocked as a tail. If you strongly sexspa van or car is being used for surveillancgan stop
to tie your shoelace next to it and have a gooH &iat:

. Are the tyres too good for the model?

. Is there a load of maps in it?

. Has the details of the garage on the back windsdreen taken off?

. Are their extra aerials attached?

. Does the vehicle or its occupants turn up in ogit@ces you frequent?

. If the vehicle says it is part of a company, rihg tompany to check that it is genuine (you can

use a storyline such as it is blocking your drind gou want to contact the driver).
Again one of these by their own is not evidence they all play into the pattern.

6.4 Your car

Your car is a very useful way of tracing back taryand building up a spurious picture of your dattiv
especially if the car is used for group activityugeful technique for minimising this is to registeéo a PO
Box and change the registered owner/keeper regudolu can do this as often as you want.

6.5 Self Defence

Security also includes protecting yourself fronygibal harm. When out and about being active yagene
know what sort of nutter is going to attack youd démat includes enraged security guards, hunttrs, e
Learning a few basic moves on how to break outipisgand disable attackers long enough for youeto g
away is important.

Many self-defence course will teach you what yoedht® know

7. Being tailed

We have made a note on how to spot a tail waitngd¢k you up at your house in the previous segtion
however when out and about it is also possibladk pp tails.

If you followed by professionals it will be very tagto tell. If you are the target of a major openathen
they will throw far more resources your way. Itase for them to use just one car. In one operdtibn
different vehicles were used to follow an actiwstar up a motorway. The problem is that as yoe tos
tail, another coming from a different will simplycx where the first one left off — even easier vehgou are
following a pattern

However, in standard surveillance of activists thaye fewer resources available than is idealidan
be spotted with some of the tricks below.



Suspicions of seeing the same face or car befaretisvidence enough of a tail — you have to blyrea
sure; only when stuff repeatedly occurs can you &iebuild the picture up. We will not cover taij
techniques here — these can be readily found omtéenet, other than to say that most tailing wllolve a
team of people so faces, like vehicles will congilyiappear and disappear. More important for &Bvs
that they are observant and forcing tails to explosmselves, so that they are able single out faces
vehicles to watch closer. Remembering faces catiffieult so try to single out sets of featuresheatthan
whole faces.

If you suspect you are under surveillance you ¢tamgt either to lose them or confirm it. For aistis, we
suggest that you focus on confirming so you caraectrdingly. The problem with losing a professiama
a group of tails where you do not know how manydhae involved, so you could be picked up agdar la
on by others in the team you’ve not identifiedslalways important to keep what you’ve noticednimd

(or make a note to remind you), in case the sagedavehicle does appear again at a later stage.

Another situation is where you are preparing fomation. Suddenly looking over your shoulder antthgc
erratically may give them the impression that yoeiup to something so deserve of further attenfibis is
why counter surveillance techniques should be eyeploegularly so even if they are monitoring yoeyth
will see it as being part of your life, and not dad changes. Plus the more you practice the hefteget.

Sometimes it is worth erring on the side of disoretRemember, most activists will come under
surveillance at some stage, as the authorities twdniild up a profile on them, so it is not worth
encouraging further attention if it can be helped.

7.1 Vehicles
If you think you are being tailed, start using esiaind techniques that will make it obvious. THeang
are some techniques to identify and deal with slianee.

a. Number plates
0 Memorize number plates: if you spot a car you aspiious of, look at the number plate
and turn the last three letters into a word, eg Beelbomes BaCkHand. Words are easier to
recall than numbers and letters, and if you comeitipthe same word again you can pick
up on it quicker.
o Watch for number plates that do not have a garageeron them; police tails are often
missing these. Note, this is not a guarantee theleeis definitely a tail.

b. Watch for cars with sun-visors down permanentlprelto stop faces been seen fully visible.

c. Cars tailing will generally drive two to four carack. Depending on the nature of the traffic ared th
road, they need to keep you in sight, so watcHarutehicles pulling out of the line of traffic (bo
sides) and then drifting back in.

d. Take roundabouts several times (though under Ukttheiee is the maximum number of times that
you are allowed to this), though the successfuloéfisis depends on the size of the roundabout, the
heaviness of the traffic and how far back theisail

e. Indicate to take a turning at a junction and thersigaight on. Has the suspected tail done likewise
not particularly effective as tails often don't iodted at all because of this.

f.  On country roads, park up suddenly and watch theweur of the cars behind you. Ones proving
reluctant to pass you are suspicious. It also greesa good chance to have a look at any which are



passing by. When they have passed spin aroundahddak. If you don’t go back, keep an eye out
for potential tails being parked up waiting for ytmupass again.

Depending on what you are up to, when you turn yawmaround go a distance again and park up
once more. The tail having realised you have tumdédurn and come back, so if one of the cars
which passed you when you stopped initially pagsesonce more, you can be pretty confident that
they are the tail. This technique will work bestroads with bends.

In rural lanes you have several options:

o Getout and walk up to a house or into woods, sarfg the tail to act in a way that gives
them away or else lose them.

o Drive into farms and turn around, giving suspeit$ &nough time to pass, then drive off in
the opposite direction. If you know the area quiedl, it means you can take a routes that is
hard for them to pick up on you again, or certaifthey do then they do not have

. Cul-de-sacs are ideal for picking up on tails. Hegreyour tails are also aware of this. Go down the
cul-de-sac and wait a few minutes before leavirggragrour tail will do one of two things

o Follow you down the cul-de-sac, allow them a fewmuatés to make this decision. In which
case you can immediately spot them, especialtyisfa car that has been with you for a
while. On a narrow cul-de-sac you can be gone bdftey have a chance to turn around.

0 Wait on the road outside the cul-de-sac knowing yba are practising anti-surveillance
techniques. As you stop at the top of the cul-devegting to rejoin the flow of traffic, watch
out for cars parked up with the entrance of thedeusac in sight and who start moving once
you leave the cul-de-sac.

o Driveways may be used as well, but may depend gimémough housing density to work.

. Driving at night, the tail will wish to ensure thaye following the right car, so will buzz you $@y
can read your number plate, then either pullbaakver take (before falling back later). If you
believe you are being tailed, keep an eye on batshtave buzzed you.

Be random and vary your routes a lot as a matteoofse. Allowing yourself to develop a pattern
makes it easier to follow you, as they can waithfer along your regular route before they pick you
up. Also, suddenly breaking a pattern can be atbiginyou are up to something. So if you live on an
estate etc, you also need to be monitor potemtialplaced at the access points to the estate.

Enter a petrol station and see who else stopBele fa car that is not refilling or simply parks?up

. In suburban areas go for streets that are curveg@ssed to a grid-like structure. When you think
you have got the tail out of sight, swiftly drivewin a side street and get around a corner before
parking up. In this case the tail will continuestarch for you and eventually come back down the

side street, thus giving themselves away.

If you want to lose them, let the tail go on anliiole their route out if they’ve not turned around
already. The chances are that they'll be expegtingto go in the opposite direction to the one they
are heading. You need to keep your cool on thisnaagbe pull in to let other cars behind you pass
as you do not want to suddenly appear in theirveaw mirror.



In some cases they tail will actually stop. Furtyeior around the exit point is usual. As by timset

it is probable that they realise they've been cdatkHowever, unless it is heavy-duty operationy the
will quite often wait around to see what you wid dnyway. In this case we suggest that if they have
already been in a position to see the faces ofeld®was your the car, then you pull along side
them to have a good look at their faces, even ghapd them (you have a good excuse by saying
that you thought they were trouble, though it imtoould be inviting them to harass you further, so
balance out the risks), even ask them a questiatiffections. It allows you to find out what they

look like, while at the same time letting them kntheir surveillance has effectively failed.

l. Finally, the chances are that if they are veryredgted in you, a simple transmitting bug (knowma as
“Bumper Beeper”) is attached to the undersiddnefdar allowing it to be followed at a distance.
This is why using your car to go to secure meetarg$for covert actions is not a good idea, as the
chances are you will not locate the device if plisperly hidden unless you use a proper scanner on
the vehicle or given it a thorough check over.

Saying this, there are ways of testing to seeuflyave one, if not necessarily guaranteed to work.
One is to drive into the countryside, park up amitwm an adjoining field to see if anyone comes
along to check out why the vehicle has stoppedsaking you up when they really should not
have is another sign they may be using a bug swhy.

7.2 On foot

If you are being followed on foot, they are agakelly to use a team of people rather than justpmrson.
They will dress nondescript and have few identidyimarks or clothes (other than that standard pokse
are generally quite easy to spot even in plairhelefust by their walk and stance).

The average tail is not hard to spot as they doeauit well to sudden changes in your action. A
professional team, however, is quite difficult boadw. The key to spotting a tail is to either thrthem by
doing something unexpected or force them into assoaf action where they betray themselves. The
following techniques will help detect the less ceatemt tails, though remember that a professionabigio
be ready for these. An advantage most activist,hawbat those tailing them often don’t expectaloévists
to be sophisticated or security conscious so thay Ine less prepared.

a. Don’t wear clothes, jewellery or hairstyle thatrgtaut as these simply act as marker for them and
means that they can spend more time hiding from Mowever, a sudden significant change in
appearance by yourself can cause them to give #leaessaway as they try to check that they have
got the right person still.

b. Don’t have habitual methods of doing stuff, eg gadio a pub, town, etc as this means it is much
easier for them to stake out your route as opptesgdur house.

c. Enter a shop and watch who follows you or who wiaitgick up on you again as you go out. Watch
for people staring into shop windows. Often th@dy language will give themselves away as they
are not doing it properly. It is advantageous tacfise watching people in the street on how they
window shop and such like.

If the shop has a back entrance leave throughdtpaomptly stop around the corner to see if anyone
else is looking rather hurried as they try to catplwith you. Look uncertain about the directiomyo
are taking or look at your watch if you want to @vbeing obvious that you are waiting to spot them



d. Double back on yourself, and repeat to see whakgey spotting. Tails will avoid making eye
contact however, and will attempt to dress foratea they are in so it may not always be able to
spot them. What you are looking for is the uncatiaihat you have just caused them.

e. Professional tails will be ready for you to ductoima shop or to do ‘window shopping’, so they will
simply pass you by. Thus when you are looking fogde don’t forget to watch those who have
passed you by and then stopped.

f. Drop some paper (make it look like it falls outyoiur pocket as you take your hand out of it) and
see who stops to pick it up.

g. Stop at a cinema or theatre and read the boaragygieu an excuse to stop and look around.

h. Do people suddenly change direction and crossoiw from the other side of you when you do
something such as go down an alley or into a sloopdp not normally enter.

I. In a bookshop is there anyone looking at the samn&das you just browsed through, in particular
any political ones?

j-  As you leave a shop, stop and ask someone theotifioe directions, keep an eye on who might
have followed you out, or is waiting nearby.

k. An empty street is a good place to spot or los8l altry doubling back, watching for people walking
past slowly and watching, etc.

l. If in a train or bus station, change position ragyland watch those standing still. Keep an eyte ou
for people not reading timetables or newspaperggrha. If purchasing a ticket, etc watch out for
people standing right behind you who may be abteverhear.

m. Waiting in a queue for a bus is a good way to $qits. A way to lose them is to suddenly leave the
queue as boarding starts. Maybe let a few buséy tm see who else is waiting — particularly useful
if someone gets on a bus with you when one goirtggrsame direction has already called at the bus
stop or train (if on a tram system or the Londordéhground). Suddenly ‘realising’ that a bus
across the road is the one you want and makinglafda it is a good way of exposing and/or losing
a tail.

n. Some quick ways to loose a talil:

a) Ring a friend and get them to pick you up fromkiebside in a car.

b) Dash across a busy road the moment a gap appehdisappear down side streets or into
any building with alternative entrances.

C) Get lost in a crowd — a classic, but it does wédctories and football matches are good
for this as well as town centres, which is whyitiorth knowing the area if this sort of
event is a possibility.

0. Expect them to change glasses/hats/coats etc.

Remember, one or two coincidences are not proohwawme a tail. You are looking for a whole series of
them. Practicing counter-surveillance techniquesdaveloping your instincts will help considerably.

7.3 The Check Route



Some experts recommend setting up a ‘check ronitgetect if you are being followed. This is a saler
mile walk through town, quiet streets, and othacpé passing things allowing you to carry out almemof
the above surveillance techniques, without neciygsaising suspicion that you are looking for &ailfo
make this more effective work with other activigtsere they can wait at prescribed places (and bigrid
so they are not noticeable) to see if anyone Ieviahg you. This can be difficult to set up howevand if
those following you have a good idea of what otw@divists look like then it can be a bit of a gaeay.
Ways around this are:

a. To have a fellow activist ‘accidentally’ meet yon the street so you have a reason to stop and
monitor the surroundings.

b. To have the others watching you positioned in agkere they will not be spotted, such as in
cafes.

This sort of counter-surveillance check will takad and effort to set up and you have to be aweatthe
process of setting it up may also be during at tivhen you are under surveillance. There is no guantng
a check route if your tail knows about it.

7.4 Blatant surveillance

Much of what has been said also applies to beiagadh Where it does not apply to when being foltbwe
by someone rather obviously primarily to intimidatemake actions difficult. In this case you simpbve
to give them the slip. Be unpredictable, use puipdinsport and some times just run (that is negdl so it
is not grounds to stop you, though that may natéothem). The problem is that as soon as youastéirtg
unpredictable it confirms their suspicions and emages them to follow you even closer and for lange

The other approach is to be completely innocuoah s having a coffee or a pint or simply shopping.
Having to wander around the female underwear secti@ shop puts most people off — especially if da
something you confront them in a socially embaimapaay.

8. Computer Security & Internet Privacy

We will not go into much detail on computers hetteeo than to cover the basics. There are a nunfber o
sites on the internet which go into computer ség@amd protecting your privacy online in more dept.
However, as a bare minimum you should be doinddthewing:

8.1. Security
l. Install and regularly update anti-virus and fireigalftware. Free programmes such as AVG
(www.grisoft.com) and ZoneAlarm (www.zonealarm.ccarg available for Windows. The
important feature is that live update is activadedhey are continually up-to-date.

Il. Install a spyware detector programme such as Adr@wdnich is free from www.lavasoft.de.

[ll. Deleting a file does not remove it from your harive, etc. In order to do this it needs to be
properly wiped, using a programme dedicated toglthis. Recommended ones are Clean Disk
Security and PGP.

IV. Encrypt any sensitive files on your computer, CDappy disks using a programme such as PGP
(or GPG). Ideally, you will stuff all files in tone big archive (eg using WinZip or Stufflt) and
encrypt that. This means that even the file nameefidden. Wipe the original files. This should
be done every night when you've finished usingdbmputer. Alternatively use disk encryption



V. Chose passwords that are effective — longer thartha6acters, including upper and lower case
letters, number and symbols if permitted. Weak wasds are easily broken. Password protected
computers are not secure to the prepared infiltsieencrypting anything sensitive is also needed.

. Passwords should be changed on a regular basis.

. Do not write them down and stick them under yowichr desk — these are the first
places that a spy will look.

. Do not base them on the names of family, pets tasdaf birth

. Do not simply use dictionary words

VI. Back up your computer in case it is stolen but kbepback-ups secure somewhere else.
VII. Consider switching away from Windows to other ofierasystems such as Linux or Mac.
VIII. Avoid wireless keyboards as they transmit quitéstadce as well as to your computer.
IX. Keep important/sensitve data and PGP keys on relnt®wsedia such as memory sticks.

There are devices available which can be attaahgdur computer and will record everything you type
including passwords. The chances are that younatlbe able to find them. Likewise, there is equepin
that will pick up what you are typing by bouncintaaer off of your window. However, they are unlke
use these except in major cases. If you suspecydiiaare going to attract this sort of attentidmgn you
need to strongly reconsider if you should be ugmg computer at all.

8.2 Internet Privacy
I. Emails are not secure, and very easy to monitok€bp them private, use PGP encryption
(www.pgpi.com). Don’t say anything in an email ywould not be prepared to justify in court.

If you want to contact another person without thaséching you knowing who it is you are in
contact with set up fake email accounts on freemagbsites and use them instead. Consider using it
as a maildrop system.

You can also look into using ‘remailers’.

Il. Be aware of spam — unsolicited emails, even if tbei genuine, such as from a bank. Never buy
anything, or even click on the links to websiteatamed in unsolicited emails. Messages from
banks, eBay, PayPal, even warning you that you hawris are all fakes. If in doubt ask someone
who knows about computers, but err on the sideaofion.

If someone sends you an attachment you are notexgedo not open it, even if you know and
trust that person. Email the person, asking if tieajly did send the attachment to check it isanot
virus.

[1l. Avoid using Outlook or Outlook Express for your eisiaConsider using an alternative such as
Eudora or Pegasus. Outlook is notoriously buggyaasignificant agent of virus transmission.

IV. Avoid using Internet Explorer to surf the interraise an alternative such as Opera or Mozilla. If
you cannot avoid using Internet Explorer, switchJafva and ActiveX.



V. Every time you access the internet you leave @ tilaat can be used to tie back to you. If visiting
website you don’t want people to know you are iedézd in, use an anonymizer website or an
internet café. If you suspect you are being moa@pdo not do anything sensitive from your home
computer. Watch out for CCTV in internet cafes sxkgmall, obscure ones.

VI. Avoid using details that can be traced back to Y#se pseudonyms and email addresses with fake
details were possible, when posting messaged)etnot try to be ironic by using something that
ties back to you, even indirectly.

9. UK Legal Issues

The first important thing to remember is that ib@ illegal to protect your privacy or your se¢yriA court
or police may draw their own conclusions on yourdaour, but there is no law to stop you taking
preventative measures.

Likewise, it is not illegal to keep your actionsoagmous, whether sending letters, email or attepdin
protests. What could be illegal are the contendsimiention of the message/protest.

Know your law — it will keep you from getting arted and by knowing your rights you can protect geifr
much better when you are approached by the paideging searched (both personally & at home).uper
to-date information on the state of play with lamBngland and Wales visit www,freebeagles.org

Keep an eye on forensic issues & standards of sg&e court. This can be picked up from news sgooif
high profile convictions and also websites. Knowihig will inform how you decide when balancing up
risks.

9.1 Regulation of Inter net Powers (RIP) Act

The main issue for campaigners here is that if #e¥e your computers, then they have the powers to
demand you surrender the passwords to your comauateany encryption techniques your are using.
Failure to do so in theory can result in a two-y@#on sentence.

In practice it is quite unworkable and rarely usaslit is hard for them to prove that you haveauwtially
forgotten it:

» through lapse in time since you last used it;

* itis quite fiendish so hard to remember in thstfplace;

« from the trauma of the raid when your computersevesrized.

10. Talking To Others About Security

It is important to discuss security in your groMpu need to make sure that your affinity group or
organisation can be trusted to look after itself] that weaknesses are minimised according tdteatt
you are likely to face.

However, there are several pitfalls here you neeglatch out for.

I. If you go over the top, then you risk putting peopff, scaring them or otherwise disempowering
them. Encourage people in your group, especiatigetet experienced than yourself, to think about
their security needs, and how lapses in securityadfect other people but don’t enforce without
explanation. Be wary of letting a ‘more-secure-ttiaou’ competitive attitude develop in a group as
that is very off-putting; likewise with installing paranoid mindset rather than an active one.



As you develop the security mindset, it is easipse understanding about how people who are new
to the scene think. Do not oppress them for gethimggs wrong, but do suggest where they can
make changes. Explain to them why you carry outgeprocesses, and encourage them to ask
guestions — otherwise they'll never learn and yould be jeopardising yourself. Don’t panic if new
people start asking about security and other isststow people learn and develop. If you are not
going to provide an answer, explain why withoutigetondescending.

Il. If you see a security lapse in someone else, trerseveral ways of dealing with it:

a) Bring it up as a general point at a meeting withmarticularly naming and shaming. This has
the advantage of reminding others of their respmiitses as well.

b) Take the person aside and explain your concerpsaieing that you feel uncomfortable and
why. In particular, say that it is you who feelgiak. If they do not sympathize with you they
are less likely to pay heed to your request they tnprove their security so let them know that
you will have problems with working with them inetiuture. You can also ask others whom
they may have higher respect for to also approaeimt

[Il. Don’t boast about your own security precautiongusigy by obscurity is not a sensible approach,;
however, using obscure ideas to improve on yowrggds a useful technique, but only works as
long as it remains obscure.

Beware of your own ego on this one. You can suggebniques in general, but the actual bit of
cleverness, keep that to yourself. For examplmufuse Finnish for your password, you can
maybe say that you use a difficult foreign langydgst don’t say which one.

IV. Don't give bad advice, or make things up rathenthppear ignorant. Security can change quite
rapidly, especially with future scary developmdiits RFID chips, improved biometric techniques,
etc, so if you don’t know the answer then it istéxeto say so, than to lead someone into a false
sense of security.

V. Watch out for people who are not acting as secuwa®lhey claim to be; the question then is if they
are prepared to lie over one bit of security, tiviat else are they allowing to lapse. Give them a
chance to change, but if they don't, then take gurgons to ensure that they do not end up
compromising you.

All this aside, just because someone is not at yeual of security it does not mean you should ménest
them. They may not know all the ins and outs yetastion, especially a low-level one, can be aaliti;me
to teach by example up and coming activists whay tieed to be doing, while at the same time agtuall
doing something to justify it all.

11. Future shocks

As technology develops, there will be advance mienisethods of forensics and biometric identificataf
people, and also in tracking devices. These aréhtiee main worries activists have in terms of sécu
However, there are pros and cons here, and dolieMeehe hype.

Biometric recognition techniques — such as facegeition technology - are proving not to be as gasd
claimed. With face recognition, the problem is ttiegtre are two many false positives, that is, t@myn
people are being picked out as possible suspectpar@d to the actual number of suspects therdnis. T



somewhat contradictory situation means that not@sh is gained from this technology as hoped assuse
of it have to spend as much time dealing with #isef positives as following up on the genuine leads

Saying that, CCTV is improving widely in qualitycgalso in distribution.

The police do not have all the technology they makieto have. In the UK, technology comes through a
non-public body called the PITO (Police Informatibechnology Organisation — www.pito.org.uk), which
evaluates and buys in new technology for the patiagse. So when it is trumpeted that the policeslaa
new technology, what it really means is that thE@®have got it, an not necessarily all the polmeés.
Police forces have budgets to adhere to, so toyyan the stuff they really need, meaning a lothef

fancy, hi-tech stuff is actually ignored by the oray of police forces.

The main changes of relevance to activists are:

* Improved forensics catching traces that would Hae@n missed on materials, etc previously.

* Improved data exchange between police organisatinddetween the police and various other
keepers of personal information such as banks.dlkesincludes improved processing and
cross-referencing of information (see also the oiskompulsory ID cards).

» Increasing sophistication of listening and trackilayices, in particular in transmission range and
in miniaturization of them (eg RFID tags). Thouble technology has been around for some
considerable time, it was not always practicalstecurity agencies to use them — for a start they
were more easily picked up by the activists. Thishanging.

However, there is hope — and it comes in the foflvudgets. The promise of hi-tech equipment and
techniques is as much about saving costs ashbistaffectiveness. As security agencies comelyoore
them, they will rely less on low-tech and manpoimggnsive techniques (such as active surveillance).

The result is that low-tech security precautions aetually become more effective — bugs only wétkey
can be placed somewhere you are going to be talksigg ATM machines and credit cards to tag you
ceases to work if you pay only in cash. This is wieyare confident that activists will continue ®dthorn
in the side of the status quo despite constantegsn from state and corporations.

12. Closed Culture vs. Open Culture

What we have written in this booklet is very muoh dn activist culture that is quite closed. Otiperups
prefer to go for a completely open approach, niinigi what it is they do. We are not opposed tq trisl
on some levels it is an advantageous route to gmdo

Where the open culture works best is on the legallarge-scale approaches. On smaller scalespand f
covert actions problems will arise. It is a partazuisk, when everyone attending an overt actiomot

have the same agenda, and someone may do somgthiadprick through a window) which leaves others
in trouble they were not prepared for or had ngihed up to. Of course, by having a large meetinig, i
much easier to get everyone singing from the sdmaetsso to speak, but this is not guaranteed

Larger meetings make it harder for infiltratordpicked out as well and on the organisationaltfese a
nightmare to keep quiet — this means that they tenido stay secret for very long. The basic rglesuld be
that all mobiles will be switched off and that joalists are asked to leave.

It is important to be inclusive, but at some pdtintill become a risk; having as many people asjides at
an action is not helpful when this approach mehasthe action is effectively scuppered by your
opponents.



The more successful you are as a campaign or stagiroup, the more this will be come a problem. Wehe
larger meetings are fine for overall strategy,itactor individual actions are best left to smatieoups
working away quietly and outside of any public glar

13. Conclusion

Remember, security is about empowering yoursekike action in today’s repressive society. If yoel @ot
taking action, then your opponents have won. Tieen® such thing as a foolproof system, and thelieoes
an element of risk to everything you do, but dolwput off by this.

At the end of the day we are all motivated by ardde change the world for the better and that is
something that takes courage to do in the firstgld ou have already made the important stepsiess@
take away from this article the knowledge to keekimg those steps towards your goal. Be empowered,
and stay free to keep fighting.

If you don’t understand some points or need furttedp, always ask. It is better to be safe tharysor

The authors have kept themselves active and fremdny years now, so there is no reason why yonatan
do the same, without making their mistakes.

14. Final Note, Contact Details and Disclaimer

We have written this article based on personal eepee, discussing techniques which have kept tigeac
and out of trouble with the law. It is not perfead no doubt there are parts you disagree withhave got
wrong or simply missed out. If you have any cordiue criticism or suggestions of techniques to exd
please do not hesitate to get in touch. If we agreewill include them in the next version.

Nothing in this article should be taken as encoemagnt to commit illegal acts within the jurisdictigou
live in. Some of the things discussed may be illagane jurisdiction, but not in others. Everythin
presented in this article is for informational pasps, and the authors and publishers are at aide that
people should not break the law, no matter how nauchss it is or it protects the interests of caafons
over the interests of the planet and its inhalstae accept no liability for the accuracy of thatemial in
this booklet or if you get it wrong. Sorry.

Contact us at info@activistsecurity.org - PGP kegilable on request.

Written October, 2004. Updated March 2005. Antiyrgght, 2004, 2005; not to be included in any
commercial publication, electronic or otherwisethout the express permission of the authors.

15. Other Articles

The following two articles, “Using Mobile Phonesic“Writing Letters Secure” are taken from other
sources and only slightly modified for inclusiontims booklet.

15.1 Using Mobile Phones
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6. What the law says
7. Future developments

Like them or loathe them, the mobile phone is andled tool of the modern activist. However the bigee
they bring in terms of anonymity and mobility hav#ip side, of being yet another tool Big Brotlvan use
to keep an eye on us. When the mobile phone becomispensable it is a threat to your security and
privacy.

But all is not lost, for with a few simple precarts you can use the mobile to it's full potentiabaly
minor inconvenience and little threat to yoursether than the occasional nuked brain cell).

15.1.1 Thetechnical bit

Feel free to ignore this, but it will give you aegier understanding of how mobile phones work aadigks
they pose.

Mobile phones come in two parts, the actual phoitie screen and buttons, etc; and the “SIM cardt tha
associates the hardware with a telephone numberST¥ card is a small strip of plastic with a golctle
on it. It fits in the back of the mobile, usuallghind the battery. Each SIM card is unique andtitiable
by the mobile number. Appropriate SIM cards caswapped around.

Most people are paranoid about the SIM card, biptione itself is also marked with an IMEI numiter t
“International Mobile Equipment Identity” number.

When you make a phone call both your SIM card &fidlInumber is broadcast to the mobile phone
network.

What makes a mobile phone quite literally mob#sethie presence of mobile phone masts scattereddrou
the country. When your mobile is turned on it amel metwork constantly check with each other asheres
is the nearest mast for it to communicate. In amy area, there may be several masts, so the neandrk
your phone communicate with them all in order takvaut which is the best one for you to use.

This is the nasty bit, for using the informatioyded by these checks, it is not hard to idertfyghly
where the phone is located. Some estimates claihttts works down to 10 meters, others make more
accurate claims. However, the fact that they caat®you to a particular area is damning enough.

Bring in features such as global positioning s&awi(GPS) as now comes available with most phones,
whether advertised or not, then your mobile is eisay a homing beacon for those with the power to
access this information. This can amount to cirdantgal evidence that will stand up in court whiew tin
with other facts.

15.1.2 Playing safe with mobile phones
That is the downside of mobiles, but none of gusmountable and there is plenty of fun to be hathese
days of oppression against activists, the mobial you to continue to be active and effectivelavhi

preserving some of your privacy.

The same warnings regarding landlines being tapfiepply equally to mobile phones. The only diéiece
is that there is not a specific phone to tie yguatad you are not necessarily registered to thebeun$o, if



you can purchase a phone anonymously and usehitavwiéw simple precautions then there is no reagon
those trying to invade your privacy will ever bengaromised.

15.1.3 Pur chasing mobiles anonymously

To ensure anonymity, the law does not forbid yamfrdoing the following tips when buying a mobile
phone.

Purchasing

« Make your purchase in a shop away from where ya li

« Tryif possible to avoid town centres where thera greater likelihood that you will be on CCTV.
Many small or second hand shops do not have caraaththose that do are unlikely to retain tapes
for longer than a few weeks if at all.

« Do not giving your real details if asked. Many shimpask for your details, but not proof of ID, and
you are not under any obligation to inform them.

+ Go for simple phones without all the extra features being made available.

« Only pay by cash.

« Do not register the phone — there is no legal akiig to do so.

Topping up credit
When setting up the mobile, use pay-as-you-go optamly; this is a more expensive solution, butinesgl
for anonymity.

Unregistered pay-as-you-go phone calls can befpagither by using top-up vouchers, or by a swiped
inside a shop. We recommend that you only use pweuchers purchased in cash. Using a swipe card to
top up within a shop leaves a trail of evidencekidadhe shop where you could be identified by CGIrV
eyewitnesses.

15.1.4 Using personal maobiles safely

By personal we mean mobiles that are going to @nloleing associated with you. The moment you gite ou
your number to friends and associates it will epao any network of contacts being monitored by the
state. If you are an activist, or your associatesaativists, then this will immediately compromtke

security of the phone.

Never say anything on a personal mobile phone yowidwot wish to have to justify at any point oryma
incriminate you in any way. Although the mobile nragt be used in an action, it use may point to ®u
being involved and cause you to be investigated.

Do not take personal mobiles into meetings, antepbly do not even bring them with you. Mobiles ar
potential listening/tracking devices and shouldrbated as such.

If you are on your way to a sensitive meeting, tgonr mobile off and remove the battery well befgoe
get to the meeting point, or you may be givingrieeting point away. Even if the meeting is notegdt is
best not to have it present, as you never know efsatmight be said; besides being very bad etguibie
safety of others may be put at risk.

Personal mobiles should be avoided being brouglaictions where possible. If you have to bring them,
such as for ‘mobile’ demos or if you get separatakk the batteries out until they are needed.



Another risk area of mobile phones is when peomalaing internet activism; there is no point takan
load of security precautions if your mobile phoogd are going to place you as being in the ardsedime,
or alerting others to the fact that you were irt tiraa so giving them an avenue of investigation.

We currently recommend against purchasing the highe of the mobile market where phones have built
camera and other gadgets. Again camera phonegbtadtial threats to your security, and give thefaca
to match to your voice. It has not been necessafgrsfor people to see your face when speakingtg so

it should not matter now. From those concerned piittacy and activism, it is another compromise.

Never enable GPS or similar such services on ybane if you can help it. Features such as theseaap
make life simpler but contain inherent threatsdarysecurity.

SMS / Texting is very useful but also one of theiest methods to monitor. It is known that scanning
software is available for monitoring them, but tenal be only in the hands of security servicespposed
to the police. However, if a hacker was to breda& ammobile phone operator's databases then theceba
are that they too could monitor in what ever fashatl the information passing through, and pickomp
sensitive details that you are sending via textkd/sure you delete your text messages and nevier wri
anything you would be unable to defend in court.

Finally, mobiles can also be used to confuse. $&ymobile phone was used in an action and you have
been accused of using that phone at that time .s&iple defence is to say that it could not havenlyee as
if they were to look at the logs of your actual papthat everyone knows is yours, then it wasdiffarent
place altogether. In other words, the tracking béjpa of mobile phones can also be used to prowligs,
especially if calls were made from the phone atithe of the alleged offence.

15.1.5 Mobile phones and activism

There are two scenarios to consider here. Theidinshere mobiles are used to facilitate the actiar not
the action itself. The second is when the mobilmnisntrinsic element of the action.

Facilitating actions

In the first case, this could be when an actiordede be coordinated. If there is a lot of rislaaltted to this,
it is worth investing in a set of mobiles to bedispecifically for it. Second hand mobiles may beful in
this case, as the chances are that after the ah®amobiles will have to be discarded — just dblgy them
of friends! The reason behind this is that if yavé a set of mobiles that have never been assoeidtie
your network of contacts and friends, it is impb#sito connect them back to you.

This means you can set up an anonymous networkvithaitot draw attention from the various authagi
listening in. Avoid bringing attention to it by nsalying anything explicit on it, but using code eije¢he
batteries out of the mobile until they are requjatd when testing that all is working fine, chasearea

free of CCTV. Testing that the mobiles work and #\eryone can use them and has the relevant nember
is important.

We also recommend that you burn the packagingctivaes with the phones. The mobiles should be
disposed of afterward, ideally by burning. It islonger enough just to destroy the SIM cards andee
them.

Mobile phones for activism
As noted, mobile phones are a very useful toolrdlage many situations whereby you want to contact
another telephone number anonymously. So somelmede



I. Follow the above guidelines for purchasing a mopilene anonymously.

[I. Do not ring your friends or contacts from the mebif you have to do this, then get rid of the
mobile immediately afterwards as it has been comzed.

lll. Keep the battery out of the mobile when not in use.

IV. Keep the SIM card out of the mobile when not in;yseferably store them separately in case
there are raids.

V. To make the phone call, travel to the area avoid@i@J V as much as possible. A quick bike ride
into the countryside or a suburban bus-shelterllysdees the trick.

VI. Try to avoid spending longer than 30 minutes in area. Make use of the fact that the phone
allows you to be mobile.

VII. Do not slip into a pattern of using the mobile aeatain time or certain place or it will end up
as being little better than using it at home.

VIIl. Do not answer calls to the phone and ignore anpayes they leave on your answering
service; as tempting as it is to hear their reastiolo not play into their hands.

A good deal is made of mobile phones as a trackk@wice, and this is true. It is based on the streaf
signals being exchanged between the mobile ansutieunding masts; mathematical analysis called
triangulation is then used to deduce the area wherenobile phone is. In feedback gleaned fromcgeoli
cases this would appear to be more difficult thgreeted; however there is one known incident where
police turned up within half an hour of phone beirsgd. Two tactics for defeating this are

a. Sit directly under a phone mask — supposedly tlagsphavock with attempts to triangulate
b. Use motorways; masts are placed in a linear limendmotorways, which again
makes triangulation difficult. Though avoid usinguy own car!

Depending on how much you use the phone, what ggws it and how your target reacts, you need to
consider changing the SIM card after a lengthrogti The heavier the use, or the more legally riglff
you say on it (or not as maybe the case) will reqregular changes of the SIM card and even optioae
itself.

Targets react to phones in several ways. They gdmup blocking that number altogether, in whichilt

be useless against that target. However, as moptegmvolved in activism have more than one tanget
simply a matter of moving onto the next target tined not blocked it. In many cases, the block nmy o
happen for one number in a company, and not otAsrg.is likely that it is only the SIM card thiaas been
blocked, you only need to change this in orderd@ble to contact that telephone number again.

Some companies simply send out a warning that galls have been logged and the police informed. We
know of one situation where police did turn up witthe hour, though this appears to be the exceatiml
only followed on after heavy use of the phone mdlme area over a few weeks. To play it safeptio n
reply to the message, take the battery out at anddeave the area, preferably stashing the phone
somewhere on the way. If you have taken all thevalppecautions, then there is little anyone catodo
identify you.

15.1.6 What the law says

Stolen and reprogramming mobiles

Stolen mobile phones can be disabled across alomks as the different operators and the governraent
now co-operating on this issue. A side effect of th that phones used as part of activism now lsds@ the
potential to be blocked, though we have not beetenaavare of this having happened. This blocking is



done to the actual phone (through the IMEI numbgg not just to the SIM card. For more information
the UK initiative on stolen mobiles see www.immagslcom.

It is possible to re-programme the IMEI number m@abile, however this is an offence in the UK wath
maximum 5 years imprisonment.

Repeat ringing

Ringing another telephone number constantly maywstim harassment, though it is not clear what the
legal situation is regarding allowing it to ringabefore canceling the call. This is a tactic giduo be
favoured by some activists who do it repeatedlyr adength of time for effectiveness. This is nabarse
of action we recommend as it could be illegal, sienay amount to harassment or an offence umaer t
Telecommunications Act 1984

15.1.7 Futur e developments

Mobile phone manufactures and software companewsarking very closely together to develop new
services for mobiles. There is a natural trendito to the mobile into a miniature computer. Uniodtely,
these come with a lot of security risks.

There have also been a number of stories about eoomthsystems now being able to use mobile phones
and the internet to monitor people. This is beingedunder the guise of monitoring lazy workers or
protecting children. However, the obvious threatitdl liberties is there.

So far, in order for these commercial services dokwa text message is sent to your mobile from the
tracking service, and you have to reply (that i&giour assent) to activate it. It should be steshgalicy
on your part, never to reply to unsolicited textsexts from numbers you do not recognize. If yeuane
from one of these services, then simply ignork dnly becomes a threat if you reply to it.

The risk is, if your house is broken into by whateauthorities or company are watching you, ang tiee
the reply for you (it would be relatively simpledorange to have a text message sent at the aateopr
time, and subsequently delete it, in which casewould be blissfully unaware). The simple solutisro
take the SIM card out when not using it, especiilgight, and store it separately, as we havedjre
suggested you do with phones being use for activism

Note: there is a lot of information on how mobites be used to spy on you at

http://www.spywareinfo.com/articles/cell_phones/t hote that this is principally for the US sitwati How
it applies to other countries is not clear.

15.2 Writing letters

Even writing letters can get you in trouble theaggdif you are not careful, especially when comesiaind
the like can afford their own DIY DNA-testing kigmd the like. There are quite a number of things gan
do, all legal, which will help maintain your privadBelow is an accounts of how one person wrigtes

to ensure complete anonymity. Not everything theysthecessary - play it to your own needs anasan.

15.2.1 Writing letters at home

Preparation is everything. It comes in two stageguiring the materials, and preparing the writiogm.



| tend to purchase my material out of town fromIvkelown shops, buying the most popular brands, in
particular generic shop brands. Nothing fancy. Malke everything is in plastic wrappers so you tlon’
touch them. When you get home, keep them sepandtbuan the receipt.

At home, | set one room aside for the purpose araliga thorough clean to remove as much strag, hai
dandruff, skin cells, etc. The table is washed dawd disinfected (cheap vodka or white spirits dd); the
floors hovered and the walls dusted. Any animatskaipt out.

| then have a shower, and put on freshly washetieto Wear long sleeves, and give you hair a goashb
tying it back if necessary.

When writing, | put on a new pair of washing upwgs before |1 do anything else, such as openingdhs
and paper. All wrappers are kept in the shoppirggfoadisposal of later. Paper is very good atluatg
fingerprints, so you want to keep your skin awaynirthe paper

When writing, don’t lean over the paper, breattongt. Form the letters carefully taking your timeer
them if necessary. The faster you write the mdyiit will look like your natural handwriting. Weh out
for examples in your letters that act as tell tabrkers, like how you form your G's.

Don’t be afraid to start over again. If you sneezeough, scrap the letter and wipe the table dagain, as
it will spray the area with your DNA. Don’t forged burn the discarded letter later.

Likewise when addressing the envelopes. For setiiemm, many envelopes nowadays are self-sealt|f no
then use a wet tissue to glue the envelope shuthBenvelopes into a clean plastic bag for pgstas soon
as you have finished them (so if you sneeze oodwething like that, then these will not have to be
scrapped). As with envelopes, use self-adhesivepstabuying a new lot in book form.

Post out of town, trying to use a different postieaxh time, preferably ones not in town centresravtieere
are CCTV cameras. Countryside ones are good. Tid @etting fingerprints on the envelopes as you pos
them, use the plastic bag to dump them in the lpms{doesn't look as obvious as gloves in warm kgt

15.2.2 Note on using computers & printers
There are a few things to watch out on if goingtha printed text option.
A. Computers

On the computer, use simple text editors such asMa on Windows, SimpleText on Macs or Emacs/vi on
Linux. Big programmes such as Microsoft Word, Lotis often store backups of your text, and have a
variety of issues that you would probably wantwoid, as if your computer should be stolen, otmeay

find it easier to locate the letters you have @ealn fact, we would recommend that you avoid boft

Word altogether.

Where possible, do not save the file; some systithallow you to print off a file without saving first.
With the simple text editors this means that you @@oid leaving traces on the computer, as thevdkt
only be held in the working memory.

If you do save the file, never simply delete itlais does not actually remove it from your compultestead
use a dedicated wipe programme such as PGP Wipkan Disk Security to remove it fully from the tar
drive. Better still, if saving it, do so to a flopgisk that can be burnt if necessary. Make suaettie



number of wipes is set to at least 8 or 9 goesntare information on this, visit
http://www.privacybasics.info/

Finally, if writing something particularly sensiéiythen use the free space wipe option on the oresdi
software to be on the safe side.

Alternatively, if the environment is safe enoudten use a university or library computer, so there
connection to your own computer

B. Printing

Printer and especially typewriters have their oimgédrprints. This means if they suspect you wrdtttar
and they get hold of your printer/typewriter foreisscan match the two up.

There are several ways around this. One is to psmter shared by a large number of people. These
much harder to trace and then far harder to coryoectvith them. You can type the letter up at hoams]
bring it in on a floppy disk.

Some problems with this, are people looking ovemmghoulder so check out your situation. It is gtmd
have several windows open on your screen, so yowgigkly bring another to the front, hiding whatwy
have been typing.

Secondly, when you are printing out you do not wartbuch the actual letter or have others séleoitavoid
the obvious wearing of gloves, if the printer iltively quite, what you should do is do a prim f a
couple of things at the same time with your leittethe middle of it. This means there are pagevaland
below it that you can catch it in between withyso can avoid actually touching the letter itself.

Alternatively, if the printer is busy, put in a gagr two of garbage text at the beginning and drysor
letter to achieve the same effect.

C. Photocopiers

Finally, once you have your letter printed off,exrywgood technique to adopt is to photocopy its il
help avoid telltale printer marks by obscuring th&itih the photocopier's own fingerprints. To enhanc
this, put the page on the printer at a slight grajter the contrast a little and maybe put thetqptmpied
version through again to increased the blurringaféven further. Remember to burn the originalsrwh
you are finished with them (do not simply put thienthe nearest bin). If possible, go to a neighbraur
town to do the printing and photocopying.



